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Abstract 

     Wireless Sensor Networks (WSNs) consist of small devices, sensors, which are 
deployed densely and arbitrarily in monitoring areas to gather information.  
Typically, the same event might be reported by many sensors, which causes a higher 
consumption rate of its energy due to sending redundant data. To resolve the energy 
problem in WSN, data aggregation is recommended in the literature. Nevertheless, 
aggregated data is subject to malicious interference (i.e., Man in The Middle attack 
(MITM)). In later vulnerability, the compromised node allows the adversary to 
change the original data and send it to the Cluster Head (CH), which leads to 
incorrect results at Base Station (BS). This paper studied the security issue of data 
aggregation and proposed an enhanced Aggregation Scheme, namely, the Secure 
Data Aggregation Scheme (SDAS), which detects Man-in-The Middle Attacks on 
aggregated data and ensures the accuracy and integrity of aggregated data. The 
primary purpose of proposed scheme is to ensure that the BS will receive accurate 
aggregated data. OMNeT++ simulator has been used to perform an experimental 
study and obtain the results. The results show that the proposed scheme effectively 
helps both Cluster Members CMs and CHs nodes to consume less energy, to detect 
malicious nodes, to maintain the accuracy of aggregated data by up to 90%, and 
finally, it is significantly suitable for several monitoring applications. 

     Keywords: Wireless sensor network; data aggregation; Man-in-The Middle Attack; 
Cryptographic; Integrity; Accuracy. 

1      Introduction 

Wireless sensor networks (WSNs) consist of small devices, that can communicate together 

wirelessly and collect data from surrounding coverage areas [1], [2], [3]. WSN has been used 

in many applications, including monitoring systems such as target monitoring, fence 

monitoring, environment monitoring, security monitoring, and agricultural monitoring [4], 

[5]. The sensor node is typically equipped with a small battery, limited processor, small 

memory, and limited communication capabilities [6], [7]. In this regard, sensor nodes are 

prone to failure and death due to low battery energy [8], [9]. Furthermore, the sensor nodes 

might be deployed densely and randomly [10], [11], [12] in unattended and hostile 

environments [13], [14]. In such an environment, the sensor nodes are vulnerable to deliberate 
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security attacks [15], [16] [17], [18] by attackers, which results in sending false data [19], 

[20]. Security in WSN is a crucial  aspect of a wide range of applications [18], [21], and [22]. 

 

Sensor nodes are grouped in clusters. Each cluster has a Cluster Head (CH) and Cluster 

Members (CMs) [23]. Many CM nodes might simultaneously sense the same event and send 

redundant data packets to the CH node [24], [25],[26]. Consequently, the CM nodes will 

spend a lot of energy when they transmit redundant data packets to the CH [27], [28], [29]. 

One of the essential approaches to removing the redundant data in clustered WSN is data 

aggregation [30], [31]. In this matter, the CH node performs data aggregation, which reduces 

the energy of transmitting redundant data [24], [32], [33],[34], [35]. The performance of the 

data aggregation can be measured by numerous criteria, such as energy consumption, data 

forwarding delay, end-to-end loss rate, and accuracy [36], [37]. Nevertheless, data 

aggregation adds more vulnerability by compromised nodes, which may send false data to 

aggregator nodes [19], [13], [38]. Moreover, two conventional cryptographic algorithms can 

be applied to secure data aggregation in WSN: end-to-end encrypted data aggregation and 

hop-by-hop encrypted data aggregation [39], [40]. Also, many researchers proposed using 

Elliptical Curve Cryptographic (ECC) technique to secure data aggregation and using 

Symmetric Keys (SK) to reduce the computational overhead related with ECC [22], [41]. On 

other hand, it is infeasible to implement only traditional cryptographic algorithms in each 

individual node, due to high consumption of node’s energy and increase communication 

overhead [17], [42], [43]. Hence, it is essential to balance between data aggregation 

performance and data aggregation security. 

In this paper has the following contribution: First, propose a Secure Data Aggregation Scheme 

(SDAS) that detects Man-in-The Middle attacks and ensures the accuracy and integrity of 

aggregated packets until they reach the Base Station (BS). Second, formulate the equations 

that validate the proposed model. Finally, conduct intensive simulations to present the 

effectiveness of SADS in reducing consumed energy at both CMs and CHs, detect the Man in 

the middle attack, and ensure the accuracy and integrity of aggregated packets.  This reminder 

of this paper is organized as follows: Section 2, summarized the related works in secure data 

aggregation. Section 3 formulates the proposed system model. Section 4 presents the proposed 

SDAS scheme. Section 5, explain the simulation environment, performance analysis, and 

results of the proposed SDAS. The conclusions of this research are presented in Section 6. 

2      Related Work 

Several previous works focused on data aggregation performance and security. The study in 

[16] proposed a scheme that helps to secure data aggregation. A study [19] proposed a secure 

and energy-efficient data aggregation scheme that can detect malicious nodes and does not 

allow them to send forged data to BS. The scheme depends on the homomorphic  

encryption algorithm employed in CM nodes and sends encrypted packets to the CH node. 

Without decrypting them, the Cluster Head aggregates the encrypted packets, which provides 

security to the aggregated packets, and sends it to BS. This scheme trades off between 

computation energy and security. However, the proposed scheme increased the consumed 

energy of CM nodes because of applying the homomorphic encryption algorithm in individual 

CM nodes.  The study in [40] proposed a secure data aggregation scheme for private data 

using the LEACH protocol. The authors implemented hop by hop encryption algorithm in 

clustered WSN. Each CM node encrypts its data by adding an actual number with sensory 

reading and sends the collected data to the CH node. The received data is decrypted by the CH 



181                                                         Man-In-The Middle Attack Detection Scheme… 
 

node. Moreover, the CH node encrypts the aggregated data and sends the encrypted packets to 

BS. The BS decrypts the results and extracts the correct aggregated data. Consequently, the 

scheme provides privacy during the data transmission of the node’s data to BS. Still, 

encryption and decryption for each transmitted data packet increase energy consumption and 

communication overhead. 

 

According to [17], To secure aggregated data Cluster Head runs data aggregation based on 

Bayesian fusion. A later algorithm measures the probability of the trustworthiness of each CM 

node, the CH node calculates the trust factor for each CM node in the cluster. Also, the CH 

node checks if the CM node has a lower trust probability and considers the malicious node. 

The simulation results show that the scheme effectively detects untrust nodes with minimum 

energy consumption. Still, the CH node consumes much energy due to implementing data 

aggregation and calculates trust probability for each CM node in this scheme, quickly prone it 

to death. The authors of [13] proposed a “Secure Protocol and Energy-Efficient for Data 

Aggregation in Wireless Sensor Networks (SPEEDA)” scheme.  In their work, each Cluster 

Head collects data about events from Cluster Members in addition to the transmission date, 

identification number, and Message Authentication Code (MAC), which verifies the 

authentication and integrity of transmitted data.  MAC is calculated from the shared key for a 

set of CM nodes by CH node. Moreover, the scheme uses a symmetric encryption method 

based on MAC. The receiver computes the Message Authentication Code using the given key. 

If the computed key and received key is similar, the CM source node is authenticated, and the 

data is stored. Otherwise, the CM source is suspended, and the packet is marked as corrupt. 

 

In [22], researchers proposed a new method based on lossless data aggregation in WSN using 

Argument Chinese Reminder System (ACRS). ACRS provides signature verification and 

removes data validation from the separated algorithms. The ACRS method provides data 

encryption to accomplish data integrity and authentication at the same time as well as to data 

aggregation. The BS node broadcasts a secret key for each node within WSN and sends a 

copy of these keys for each CH node. The secret keys are used to aggregate and encrypt data 

received from CM nodes. The CM nodes send their data packets during their time slot in a 

TDMA cyclic to the CH node. The implementation of the offsetting and scaling process can 

be applied to the CM or CH nodes. The scale and offset factors are obtainable to BS in the 

initialization time. The ACRS function aggregates the received packets of each CM node with 

the corresponding secret key, encrypts packets, and sends the encrypted packet to BS. In 

comparison to the Merkle Hash Tree aggregation method [22], results confirm that the 

proposed ACRS method consumes less energy is more quicker. The study in [18] proposed a 

five phases scheme called  “Secure Cluster-based Data Aggregation Protocol (SCDAP)”. In 

the first phase, public and private keys are generated using the Diophantine Power algorithm. 

In the network clusters phase, the BS selects the CHs based on remaining energy, throughput, 

and distance among the neighbor’s nodes, whereas it implements the N-means algorithm to 

form clusters. Also, in the secure data aggregation, all Cluster Members send sensory data to 

their associated Cluster Head. After receiving data from Cluster Heads, Aggregation Cluster 

Head (ACH) aggregates, encrypts, and sends results to the BS. 

3      System Model 

In this section, the resources constrain on sensor nodes are considered. Therefore, symmetric 

cryptography is used to reduce the energy consumption of the nodes. Nodes will encrypt the 

data with a set of keys whose size is acceptable for the WSN. 
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3.1. Network Model 

WSN is formed by a set of clusters. One CH and many CMs from each cluster. the following 

assumptions are considered in our system: 

 

1. Sensors are homogenous and randomly deployed in the simulation area.  

2. Sensors are stationary and have fixed positions. 

3. The sensors are grouped into clusters denoted by C: 

 

C= {C1, C2, ..., Cm).                                                        (1) 

 

4. Each cluster has a set of CMs node and one CH node: 

 

CM = {CM1, CM2, ..., CMn}.                                              (2) 

 

5. Assume that each CMi node within cluster Ci has the same transmission range and 

same sensing range. 

6. Assume that single-hop communication is used between CMi and CH in cluster Ci, 

and The CHs and BS. 

7. Assume that the event randomly appears within the cluster in which the data event is 

composed of environmental parameters such as temperature, humidity, and light 

density. 

8. The BS consider laptop or server without constrains on its resources. 

9. The radio channel is symmetric as in [44]. 

10. Symmetric encryption used in [13] is employed here to encrypt packets.  

11. BS has a set of random numbers RN. 

12. Each CH node has a set of random keys K. 

13. It assumes the data event for node CMi is Di. 

14. The cluster's random number of CM nodes is used between the CH node and BS to 

encrypt and decrypt the aggregation data. 

15. The CMi node collects data event Di and sends data packet PDi periodically to the CH 

node. 

16. Each data packet PDi has sequence number Sqi. 

17. It assumes that Man-in-the middle attack occur between CMi and CH node, where 

each compromised CMi node sends its data packet to the attacker. The attacker may 

drop the packet or change its content and then forward it to the CH node. 

18.  It is assumed that the encryption method with the random number for CMi denotes 

EncNRi (Di). 

3.2 Energy Model 

The first radio model by Heinzelman, Chandrakasan, and Balakrishnan [45] represents the 

energy consumption in the components of the sensor node in transmission and receiving 

operations. Eelec is the energy dissipated to run the transmitter or the receiver circuit for one 

bit, and Eemp is the energy dissipated by the transmission amplifier for one bit in the one-meter 

square (m2). 

            
      *,      * *TX elec empE k d E k E k d 

                                            (3) 



183                                                         Man-In-The Middle Attack Detection Scheme… 
 

 

                  *  RX elecE k E k                                                               (4) 

where 

 

ETX (k, d) is the energy dissipated to transmit k bits. 

ETX (k) is the energy dissipated to receive k bits. 

α is exponential loss and it is equal 2 in this research  

 

4      Secure Data Aggregation Scheme 

In the proposed SDAS, we have four packets that are transmitted within WSN: Table 1 shows 

the packet types. 

 

 

Table 1: Data Packet Types 

 

Packet Description 

BSP  Contains the random Numbers (
iRN ) 

CHP  Contains the random key (
ik ) 

iNP  a notification packet that contains the 
iRN  and 

ik  for CMi node. 

RTSP  Is requested to send packet 

iDP  Contains sensory data 
iD , Totali and packet 

sequence (
iSq ) for CMi node. 

 

Where 

  

   i i i iTotal RN K Sq                                                                                         (5) 

 

The SDAS contains three phases: 

 

 

 

 

Phase 1: Random numbers and random keys distribution: 
 

1-  The BS sends a packet ( BSP ) that contains Random Number (RNi) to each sensor 

node within WSN before forming clusters: 

 

 1 2 ,  ,  ,i NRN RN RN RN                                                      (6) 

 

iRN  is chosen as a non-repeated random number.  

2-  The CH node sends a packet ( CHP ) that contains the Random key ( ik ) to each CM 

node in its cluster after clusters are formed: 
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  i 1 2 N, kk k , …,k                                                             (7) 

 

ik  is chosen as a non-repeating random number.       

 

Phase 2: Transmitted data from CM nodes to CH node without implementing 

cryptography method: 

 

1-  CMi node collects data events and notifies the CH node about having data by sending 

Notify packet (
iNP ). 

 

2- The CH node receives notify packet and sends Request to Send packet (
RTSP ) to the 

CMi node. 

 

3-  Each CMi node transfers its data packet (
iDP ) to the CH node after a receiving 

request to send the packet (
RTSP ). 

 

4-  The CH node computes the integrity of the data packet using the following equation 

for each received data packet (
iDP ): 

 

                                     –  
iD i i i iIntegrity P Total RN K Sq                                                      (8) 

 

5-  The CH node checks the integrity of each data packet 
iDP : 

 

                                                                     (9) 

 

6- The CH node combines or aggregates correct data events from two or more different 

data packets such as 
iDP  and 

jDP  using one of the aggregation functions, we use the sum as 

shown in the following equation: 

 

,     i j i jD D D                                                                     (10) 

 

Phase 3: Transmitting encrypted aggregated data from CH node to BS: 

 

1- The CH node encrypts the aggregated data  , i jD  by a symmetric algorithm using 

,i jRN as a secret key: 

 

                                              ,   i j i jRN RN RN                                                         (11) 

 

                                               , , RNi j i jEnc D                                                             (12) 
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                                              , ,  i j i jCipher Er D                                                        (13) 

 

2-  The CH node send encrypted data ,i jCipher to BS which computes RN i, j 

3- The BS decrypt aggregated data by using ,i jRN a secret key: 

 

                                               , ,RN i j i jDrc Cipher                                                      (14) 

 

 
Figure.1 shows the SDAS proposed Scheme flowchart. 

 

 
 

Fig 1: Proposed SDAS Scheme 

5      Results analysis, and Discussions  

OMNet++ network simulator is used to simulate the proposed SDAS scheme. Table 2 

demonstrates the simulation parameters used. it will assume that number of CM nodes in the 

cluster is 10 nodes, and all of them detect the same event within the cluster. Figure 2 shows 
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the simulation topology using OMNeT++. 

 

Table 2: OMNet++ Simulation Parameters 

Parameter Value 

Area of WSN 1100m * 600m 

Transmission Range 1200 m 

CH Node Initial Energy 50 J 

CM Node Initial Energy 50 J 

Transmission Energy Consumption 

for Each byte 

0.1 uJ 

Number of Nodes  10, 15, 20, 25, 30 

Simulation Time 70 Seconds 

 

 

Fig 2: OMNeT ++ Running Proposed Scheme 

 

1) Aggregation Accuracy: The CM node sends its data packet to the CH node. The CH 

node checks if the data packet is corrupted or not. The CH node deletes the corrupted data 

packets and aggregates the data event in the correct data packets. We calculate the aggregated 

data accuracy based on the Packet Delivery Ratio (PDR) which is the number of received data 

packets by the CH node to the number of the data packet transmitted from CM nodes within 

the cluster.  

2) Integrity: The CH node can distinguish between the correct and corrupted data packets 

by examination of each data packet’s integrity. Also, the CH node encrypts the aggregated 

data by using random numbers that are given to CMs and sends the cipher of aggregated data 

to the BS.  
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3) Energy Consumption: we calculate the energy consumption from CH node due to 

performing the data aggregation and encryption process. Also, we calculate the total energy 

consumption from CM nodes within the cluster. 

5.1 Simulation Results 

In Figure 2, illustrates the simulation topology, which consists of 10 CM nodes, and one 

attacked node. The malicious node can receive all packets within its transmission range, any 

data packet transmitted to the CH will be interfered with by the attacker. The attacker alters 

the content of the packets and forwards them to the CH node. During OMNeT++ simulation, 

it is important to calculate the consumed energy during the data aggregation and encryption 

process. 

 

Table 3: OMNet++ Simulation Results for 10 Nodes 

Table 3 reveals the results of proposed SDAS for a cluster of 10 nodes. The malicious node is 

node 0, with random keys 3, and 5 random numbers therefore the integrity of data packet is 

not equal to zero. The attacker alters all data packets sent from node 0 to CH. Consequently, 

upon reception of corrupted packets, the CH identifies that packet is corrupted because of the 

integrity value. In this case, the CH node ignores the corrupted packet and aggregates other 

correct packets. After that, the CH encrypt aggregated data based on the received random 

number from the CM nodes and send the aggregated data to BS. In the BS, a decryption 

process for the received packet is performed.  

Node 

id iTotal  
ik  

iRN  
iSq  

 P
D

i
Integrity  

 

0 190 3 5 1 181 

1 44 35 8 1 0 

2 69 64 4 1 0 

3 99 95 3 1 0 

4 77 69 7 1 0 

5 100 94 5 1 0 

6 6 0 5 1 0 

7 51 50 0 1 0 

8 38 36 1 1 0 

9 40 34 5 1 0 
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Figure 3: Energy Consumption for MHT, ACRS, and Proposed SDAS Scheme 

Figure 3 presents the energy consumption of the transmit aggregation packets sent from the 

CH node using three schemes: Merkle Hash Tree (MHT), Argument Chinese Reminder 

System (ACRS), and our proposed SDAS. The results show that the proposed SDAS 

consumes less energy than the other schemes. Hence, the proposed SDAS is appropriate for 

data aggregation in clustered WSNs, where energy consumption is the main limitation. 

 

Figure 4: Total Energy Consumption from CM nodes to Transmit Data for MHT, ACRS, 

and Proposed SDAS Scheme 

Figure 4 presents the total energy consumption from CM nodes in MHT, ACRS, and SDAS. 

The proposed SDAS significantly improves the cluster's total energy consumption of CM 

nodes. That significant improvement is due to data packets transmitted to the CH node 

without an encryption process.  
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Figure 5: Aggregation Accuracy for SCDAP and SDAS Proposed Schemes  

 

In Figure 5 shows the simulation results of aggregated data accuracy reaching approximately 

90% when the number of nodes is 30. In contrast, the accuracy is 85% when the number of 

nodes equals 25 nodes within the cluster. Consequently, the accuracy increases when the 

number of nodes is increased due to the number of regular nodes being increased compared 

with the number of malicious nodes. Also, the figure shows the proposed SDAS achieves 

aggregated data accuracy more than SCDAP. Thus, the proposed SDAS is significantly 

suitable for data aggregation in clustered WSNs. 

 

6      Conclusion  

In Wireless Sensor Network (WSN), The sensor nodes are randomly deployed in unwanted 

and hostile environments. Thus, the sensor nodes may closely situate from each other. This 

led to collecting the same data event and producing redundant data packets. The sensor nodes 

consume a lot of energy to send redundant data. Thus, data aggregation is a crucial in-network 

process that decreases energy consumption from sensor nodes. In clustered WSN, data 

aggregation can be exposed to further vulnerabilities by a compromised node letting the Man-

In-The Middle attacker add corrupted data and send it to the Cluster Head (CH). This causes 

the CH node to produce and send false aggregated results to Base Station (BS).  This paper 

addresses data aggregation with security issues by proposing a new Secure Data Aggregation 

Scheme (SDAS) that detects Man-in-The Middle Attacks and ensures aggregated results' 

accuracy and integrity until they reach BS. The results show that the proposed SDAS 

effectively detects malicious nodes and keeps the integrity of aggregated results. Also, the 

proposed SDAS exposes the maintenance of aggregated data accuracy when malicious nodes 

exist and send corrupted data packets to the CH node. Consequently, the proposed scheme 

considers both the energy consumption of aggregated data and encryption with security 

requirements such as aggregated integrity.  
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