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Abstract

MapReduce programming model allows the processing of
massive amount of data in parallel through clustering across a
distributed system. The tasks for MapReduce have been categorized
into areas which are data management and storage, data analytics,
on line processing and security and privacy protection. For sensitive
data uploaded by users, it must be protected from any unauthorized
access to ensure the integrity, authenticity and privacy of the data.
It is important that, data at rest, data in transit and nodes is
managed securely by ad-dressing the elements of data security and
privacy protection which are auditing, access control and privacy.
The purpose of this study is to enhance the prominence of security
and privacy protection for MapReduce model. An existing study is
more specifically tailored to structure based requirements. Whilst,
there is a need to continue finding solutions for MapReduce in
better handling big data security and privacy protection concerning
the unstructured data. This paper presents the initial workflow of
the simulation set up of MapReduce processing using the Hadoop
platform to demonstrate an enhancement for security and privacy
protection access control by implementing Whitelist to control
access in MapReduce processing.
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1 Introduction

Generally, big data is a term used to describe high volume that extended into the
Terabyte and Petabyte range, high velocity and highly complex dataset consisting
of structured, semi-structured and unstructured data which require new ways,
technologies, techniques and mindsets to scale, harness and trans-form the data
into useful, insightful, real-time and comprehensive information for analysis and
decision making. The type of big data have been further classified as traditional
enterprise data, machine generated/sensor data and social data. A key challenge
for a big data is dealing with the growth of information since unstructured data are
hard to analyze and expressed in a united model. The characteristics of the usual
data after evolving into a superlative type have rendered the relational data model
commonly used in a relational database management system today short in the
capacity to tap and handle big data potential effectively. Contrary to the
customary models that work with structured data to achieve accuracy, big data
consisted of semi-structured and free-form data invites prediction. Big data
processing is basically characterized by the scalability for large scale data-
intensive computing and fault tolerance, adaptation in diverse environments,
support schema-free format and real-time large batch processing. MapReduce
programming model allows the processing of massive amount of data in parallel
through clustering across a distributed system. The tasks for MapReduce have
been categorized into areas which are data management and storage, data
analytics, online processing and security and privacy protection.

For MapReduce processing, data are replicated across multiple nodes with high-
speed and parallel processing nodes running on very large sets of data. Sensitive
data uploaded by user must be protected from any unauthorized access to ensure
the integrity, authenticity and privacy of the data. It is important that data at rest,
data in transit and nodes are managed securely by addressing the elements of data
security and privacy protection task which are identified as auditing, access
control and privacy or other possible elements. In big data community,
MapReduce has been considered as a highly efficient tool for processing massive
datasets mainly because of its elastic scalability and fault tolerance behavior [7, 9,
19]. However, security and privacy concern for data that negotiated the clusters
are still largely dealt with using tradi-tional approaches which need new security
requirements for big data to be effective [12, 25]. MapReduce security and
privacy protection task elements could use as basis of selecting security and
privacy protection options. Expec-tation of the simulation of access control
element for MapReduce processing may contribute to better understanding of
security and privacy protection elements enhancement of a MapReduce model.

The purpose of this study is to enhance the prominence of security and privacy
protection for MapReduce model. An existing study is more specifically tailored
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to structure based requirements. Whilst, there is a need to continue finding
solutions for MapReduce in better handling big data security and privacy
protection concerning the unstructured data. This paper presents the initial
workflow of the simulation set up of MapReduce processing using the Hadoop
platform to demonstrate an enhancement for security and privacy protection
access control by implementing Whitelist to control access in MapReduce
processing.

2 Big Data Programming Models

Ideally, Big Data programming model should be able to provide computing
resources imposed by massive datasets requirements composed of all kinds of
data. This means that a programming model should support both distributed data
management and processing, high-level language such as SQL, iterative
algorithms, iterative ad-hoc data exploration and stream processing for structured
data and at the same time support high scalability, fault-tolerance, simplicity,
schema-free, ignore data storage system and parallel data processing across a
large cluster of nodes for the unstructured data [10,21]. Fig. 1 shows the general
model layer of Big Data. The existing Big Data programming models are
Relational Database Management System (RDBMS) [21], NoSQL ((Not only)
SQL) [9] and MapReduce [10,14]. Section 2.1 will describe further about
MapReduce programming model.

* Distributed data * Parallel Processing across
management & process Large Clusters

* High level language * Scalability

* [lterative algorithms * Fault-Tolerance

* Iterative ad-hoc data * Simplicity
exploration & stream * Schema-free
processing + |gnore data storage system

Fig. 1: Framework General Model Layer of Big Data [2,20]
2.1 MapReduce Programming Model

MapReduce inspired by Google is a functional programming of two structural
transformation functions, Map and Reduce, composed together in practice to
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provide a programming interface for implementing algorithms and to perform
wide variety of computations. MapReduce is claimed as parallel programming
model designed based on divide-and-conquer concept and follows a master/slave
paradigm [24]. Furthermore, Qin et. al [21] described MapReduce as a general
execution engine that ignores storage layouts and data schema, and the runtime
system automatically parallelizes computation across a large cluster of machines,
handles failure and manages disk and network efficiency. While, Zhang et. al [25]
described MapReduce as a scalable and fault-tolerant data processing framework
that is capable of processing huge volume of data in parallel with many low-end
commodity computers. Work by Fadika et. al. [5] proposed that MapReduce
model is anchored around 3 central princi-ples, namely, the data management,
synchronization/ parallelization abstraction and fault-tolerance. These studies
shows that MapReduce allows the processing of massive amount of data in
parallel through clustering across a distributed system which applies both to
structured and unstructured data. Furthermore, the popularity of MapReduce can
be accredited to its high scalability, fault-tolerance, simplicity and independence
from the programming language or the data storage system [14].

In MapReduce operations [19,23] (as depicted in Fig 2), Map will accept input of
data, a master controls and distributes the data to worker nodes with the tasks of
assigning keys and values in pairs (key, value) and stores the results as list of
key/value sets (key, ? list of values ? ), master handles the distribution of the
clusters (collection of nodes), monitors and tracks the process. Taking advantage
of the locality of data, a Shu e step is inserted between Map and Reduce where it
will aggregate and merge the key/value with matching pairs. The distribution of
data takes place at worker node based on the output keys from Map and all data
belonging to the same key are located on the same node. In a more diverse
distributed le system, similar sub-step coined as Combine may be added preceding
the Shuffle, in order to ease up the merging tasks for different subtasks or file
systems.

Reduce then applies its operations using similar master/slave approach; gets the
keys and list of values and sums up the values, resulting in the final (key, value)
output. Splitting of data among clusters allows for redundancy and fault-tolerance
in MapReduce while processing data in parallel means the capacity to process
data is faster which works in favor of big data characteristics. Also, as businesses
expand, MapReduce sub-tasks may be needed to fulfill some business
requirements and avoid from having to tackle the whole complex system.

3 MapReduce in Big Data Challenges

Grolinger et. al. [10], conducted a research of MapReduce by focusing on
identifying MapReduce challenges in big data. The study categorized the
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Fig. 2: Model of Googles MapReduce Flow [10,19,23]

challenges based on task types namely, data storage, data analytics, online
processing and security and privacy. The strengths of MapReduce in data stor-age
are its schema-free and index-free attributes which provides exibility and
scalability when handling semi-structured and unstructured data. However, the
lack of index could also lower the performance of MapReduce compared to
relational databases.

In addition, Grolinger et. al. [10] identi ed several weaknesses that can be
improved such as lack of standardized SQL-like query language, limited
optimization jobs and integration issues among existing models or systems. For
big data analytics, MapReduce faced the challenge of implementing machine
language algorithm despite its parallel aspect. Low-latency processing in on-line
processing was also identified as a weakness for MapReduce. Security and
privacy challenges described in MapReduce pertain to audit, access control and
privacy. Fig. 3 below shows the relationships between MapReduce tasks and its
impact on big data challenges. Tekiner & Keane [20] outlined big data challenges
as the need to process data of immense volume and scale, the analytics used to
extricate value from variety and heterogeneity of data sources, the speed and
timeliness of information requirements, requirement of new targeted services,
products, solutions and applications, data presentation, usability and interpretation
and finally data privacy, error handling and security challenges. In contrast, study
by Garcia [7] highlighted mainly on MapReduce algorithm design strategies and
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limitations. It discussed about object word sentiment analysis and stressed that the
intermediate key produced by Map function as a critical bridge between Map and
Reduce functions and on load balancing. The research further implied that
MapReduce is useful for big data tasks that do not involve excessive iterative
refinement and processing coordination.
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Fig. 3: MapReduce Tasks for Handling Big Data Challenges, [10]

Pandey & Tokekar [19] presented big data challenges as management and storage,
calculation and examination and big data privacy protection. The research further
detailed MapReduce contributions by making a comparison study between
MapReduce and Parallel DBMS on basis of various parameters, MapReduce
performance parameters on the basis of its architectural de-sign and the
optimization of various parameters based on programming model, storage
independent and run time scheduling. The strengths of MapReduce were
identified as fault tolerance, storage system independence, exibility and
simplicity. According to the study in [18,22] and [24], security and privacy re-
quires the management of dynamic data mining without exposing the sensitive
information of individuals. Current technologies of implementing security and
privacy protection are still tailored for static data. There was a limited elaboration
on how MapReduce performed against data privacy protection issue dynamically.
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4 Related Works on Security and Privacy Protection in
MapReduce

Security measures become di cult to catch up with the acceleration rate of big
data. In a survey recently released by Information Week 2014 indicated that even
across the internet sphere, security of big data is at best shaky. For some
enterprises, the quest for data takes precedence over security. Hu et. al. [11] in
their study mentioned that big data platform should nd a good balance between
enforcing data access control and facilitating data processing.

An example of study on security and privacy protection in MapReduce can be
directed to Xu et. al. [24] whereby they conducted a research of cloud computing
based system for cyber security management. Apache Hadoop was used as the
open-source framework and used to analyze cyber security awareness. Hadoop
provide useful functions such as Network and Capture to capture Network Traffic,
Netflow Collection which collect and store Netflow data into binary les and
Traffic Information Storage which is used to read Netflow data from les and dump
the in store as plain-text les. The cloud-based system introduced system
architecture, data storage module and task scheduling module before the
implementation. The efficiency of overall cyber security situation awareness was
improved by implementing MapReduce in the cloud infrastructure through fast
retrieval and processing. The research focused on analyzing network traffic for
abnormal behaviors or patterns. Performance evaluation of this system especially
considered two scenarios, both based on MapReduce platform which were ranking
for scanning end-user devices traffic and aggregation used to consolidate analyzed
result and conduct statistical analysis for intrusion detection.

In order to classify the related works on security and privacy protection for
MapReduce, we classify the studies based on the security and privacy elements as
described in Table 1.

The security and privacy and protection elements mentioned in Table 1 can be
further described as follows [23]:

1. Auditing is related to the creation of audit trails that tracks events that
occurred in data stores.

2. Access control mechanism allows or restricts access to multiple storage lo-
cations or devices where semantic understanding should in uence access
control decision process. There are basically 3 types of access controls
mechanisms that provide different level of protection:

Policy-based Access Control - The most popular policy-based access
control method is the Access Control List (ACL) which is a list of
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authorized users with specific permissions for reading, writing

Table 1: Security and Privacy Protection Elements

Element Solution Approach

Accountability and Auditing ¢ Trusted 3rd party monitoring

e Security analytics

Access Control Optimized access control approach with

semantic understanding

Privacy ® Policy enforcement with security
to prevent information leakage
e Refined anonymization
Parameter Optimized processing within tolerable

time

and execution [1]. The list is automatically referenced each time a
service is requested.

Discretionary Access Control (DAC) - DAC lets owner of a le or
physical object permission to allow or deny access to users based on
assigned roles or content-dependent access. Role-based Access
Control (RBAC) is based on the role the user is assigned and least
privilege concept which means access is denied unless required to
complete a job. It simplifies the management of access rights. Content-
dependent Access Control lets users to access only the contents their
privileges allow.

Mandatory Access Control (MAC) - MAC is an access policy sup-
ported for systems that process especially sensitive data where labels
must be assigned to all subjects to determine who to access what
information and what request in the systems. Indrajit et. al. [12] stated
that MAC systems check permissions on every operation and
transitively enforce access restrictions and enforce access rules
specified by the system administrator at all times, without user
override.

3. Privacy pertains to protection on the data by applying privacy rules such as
what category of the data, entities that can access the data, purposes and
conditions to use the data [14].

4. Parameters basically should perform processing that enhances data security.
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The elements identified in Table 1 will be as the indicator for the identi ed
existing works on security and privacy protection in MapReduce model. The

identified related works is summarize in Table 2.

Table 2: Related Works on Security and Privacy Protection in MapReduce

Security and Privacy Protection Element
Research Platform
Auditing |Access Control| Privacy Parameter
Indrajit et.
al. [12]  [Untrusted [Mandatory Differential Various Hadoop
code audit |Access Privacy parameters
not needed [Control to different
participants
Zhang - - Sub-tree Top Down U-Cloud
et.al. [25] anonymization [Specialization,
Bottom Up
Generalization
Virtual
Dyer & Authenticate Machine in
Zhang [4] service - - public
cloud

5 The Initial Simulation Work Flow

This study will be based on causal relationship theory design and carry out an
experimental simulation of the security and privacy protection enhancement for
MapReduce. Simulation is a controlled computer-based experiment with logic
models and uses a model-building technique to determine the effects of changes.
In order to carry out the simulation, the important elements of security and
privacy protection task for MapReduce model should be clearly defined and
determined in order to decide and design the simulation with enhanced security
and privacy protection element for MapReduce using Hadoop platform. The
following Fig. 4 shows an initial work ow of the simulation. The study will use
Hadoop architecture in Hortonworks platform widely used for big data analytics
which has its environment built with MapReduce and HDFS as its core.

To describe the workflow, firstly, the scripts containing Whitelists of specifics is
run into series of MapReduce jobs on the Apache Hadoop cluster. Next, the
available datasets selections is used in the framework. Finally, the results will
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Fig. 4 Simulation Work Flow

be download from le browser for analysis. This simulation is planned to cre-ate
two Whitelist scripts that control accesses into the system. It is a form of access
control and safety precaution to grant les \express pass" into the system and later
differentiate it from untrusted source. Whitelist can reduce false positives Type 1
error. The Whitelists scripts are described as follows:

Whitelist 1 contains trusted les added as mandatory access control that
ensure a list of trusted les allowed to access into the MapReduce frame-
work.

Whitelist 2 contains trusted domains added as mandatory access control
that will restrict mappers residing in untrusted domains from access.

The simulation is expected to observe and analyze the following results:

All trusted les and domains listed in the Whitelists are allowed access into
the nodes for processing.

Any les not listed in the Whitelists should leak pass the nodes.

Process execution with Whitelist scripts should be within reasonable time
comparatively with the process without Whitelist.

The test-bed simulation which will be develop in this study is not in a real-time
and distributed environment and is expected to expose to a control setup for
investigation purposes. Comparative trial will be carried out with di erent sets of
input in order to achieve the e effectiveness of MapReduce processing for security
and privacy protection.

6 Conclusion

The ecosystem for MapReduce which is synonymous with processing
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unstructured data is still developing. Security and privacy protection aspects of
MapReduce should be continually improved in order to ensure data integrity in
big data clusters. This study attempts to simulate enhancement of security and
privacy access control element for MapReduce processing with Whitelists on a
Hadoop platform. In order to carry out the simulation, the important elements of
security and privacy protection task for MapReduce model should be clearly de
ned and determined. The security and the privacy elements have been discussed in
this paper which consists of auditing, access control, privacy and parameter. At
the end of the paper, we have discussed the expected input and output for the
planned simulation. Our next focus is to test and analyze the e effectiveness of the
simulations aiming to enhance the promi-nence of security and privacy protection
task elements for a MapReduce model.
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