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Abstract

In the Internet of Things, millions of electronic items, including
automobiles, smoke alarms, watches, eyeglasses, webcams, and other
devices, are now connected to the Internet (I1oT). Aside from the
luxury and comfort that the individual obtains in the field of 10T, as
well as its ability to communicate and obtain information easily and
quickly, the other concerning aspect is the achievement of privacy and
security in this connection, especially given the rapid increase in the
number of existing and new loT devices. Concerns, threats, and
assaults related to 10T security have been regarded as a potential and
problematic area of research. This necessitates the quick development
or creation of suitable technologies with the nature of crimes in the
IoT environment. On the other hand, criminal investigation
specialists encounter difficulties and hurdles due to various locations,
data types, instruments used, and device recognition. This paper
provides an in-depth explanation of the criminal content of the
Internet of Things. It compares its stages to the detailed stages of
traditional digital forensics in terms of similarities and differences,
the frameworks used in dealing with electronic crimes, and the
techniques used in both types. This paper presents previous
discussions of researchers in the field of digital forensics. For the 10T,
which brings us to the most important parts of this paper, which is a
comprehensive study of the 10T criminal frameworks that are used to
protect communication in the field of 10T, such as Digital Forensic
Investigation Framework (DFIF), Digital Forensic Framework for
Smart Environments (loTDOTS), Forensic State Acquisition from the
Internet of Things (FSAIoT), and discusses the challenges in their
general frameworks and provides solutions and strategies.
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1 Introduction

As a result of technological breakthroughs and the internet, the amount of
information and data available today is increasing. Furthermore, the Internet has
impacted the world that it has become one of the highest priorities for facilitating
life affairs. The traditional use of the Internet has expanded via two dimensions:
time and space, allowing for wireless connectivity to mobile devices worldwide at
any time. However, because of the amazing development of the present digital
world, any object may be converted into a digital model and has the power to
connect wirelessly. This digital technology is composed of diverse things connected
to the so-called 10T. The 10T's aspiration reaches the construction of sophisticated,
intelligent, self-connected systems without human intervention to achieve common
goals [1, 2, 3, and 4].

IoT is a big draw for many scientific researchers and diverse technical company
sectors, and this draw is due to the tremendous capabilities of these approaches.
Many services and applications are shared between varied devices in wired and
wireless connectivity via 10T gadgets [5]. It can also cope with massive amounts of
data in order to improve the efficiency of communication between heterogeneous
organs and the ability to outperform human operations [6, 7, and 8]. The goal is to
configure systems employing distant sensors and diverse devices to identify and
profit from such vast amounts of data.

In recent years, there has been a tremendous increase in the adoption of loT
technologies. At the same time, these loT-based smart gadgets have been used in
significant industries such as healthcare, transportation, cellphones, smart cities, etc.
The goal of 10T is to make people's lives more adaptive and dynamic. The Internet
of Things (loT) business, for example, is anticipated to increase from $892 billion
in 2018 to $4 trillion by 2025 [9]. Machine-to-Machine (M2M) connection is
employed in various applications, including smart cities and transportation [10, 11].

The advent of the Internet of Things aided in advancing technology to
unprecedented levels. The components of the IoT are what we use from many smart
gadgets in many facets of our lives. However, with every great concept comes a set
of risks. 10T machines exchange data with millions of different devices all over the
world [12]. With such a large-scale link, they are especially looking for persons
with criminal motives and malicious assaults. Because the potential hazards of
cyber security are so great, it is vital to be prepared with the tools needed to tackle
this risk and avoid it as much as possible. As a result, forensics is critical for loT
[13,14].

This paper aims to provide a high-level overview of IoT forensics and strategy. First,
we define and discuss digital forensics and loT forensics. The loT forensic
framework is then described (DFIF, IOTDOTS, and FSAIoT). Third, we discuss
related work that uses forensic methodologies to create various applications. Fourth,



Mohammad A. Hassan et al. 74

we build a list of 10T forensic issues and prospects. Finally, we provide findings
and recommendations for the future.

1.1  Defining Digital Forensics

Digital forensics is a branch of forensic science concerned with investigating
cybercrimes by processing digital data and information to get evidence. The
purpose of these evidences after they have gone through systematic stages of
discovery, examination, collection, and storage, as well as taking care during these
stages to maintain the integrity and effectiveness of evidence when presented as
legally considered evidence before competent courts [15, 16].

Several writers have provided definitions of digital forensics, including Servida in
[17, 18]. The authors presented digital forensics as a concept associated with digital
devices through defining, evaluating, and acquiring digital evidence gathered from
these devices. The issue is not limited to computers, but also includes devices such
as phones, smart devices, cameras, network devices, and so on, and here is an
introduction to digital forensics for the 10T environment, while other researchers
and an example of that in [19, 20] gave a simple illustration of digital forensics that
the presence of the ability to provide digital evidence stored on digital devices and
the advantage of this evidence has strong facts by identifying

In general, digital forensic is separated into various classes that differ in the content
of information and how to deal with itThese . classes are: forensic for computer
crimes, forensic for network crimes, forensic for 10T, and forensic for smartphone
crimes and forensic for clouds.

1.2 10T Forensic

The investigation area of 10T in theoretical survivor comes from a branch of the
Digital Forensic, which means investigating crimes in the real and virtual worlds,
but in the 10T are more broadly and deeply because it deals with their dazzling and
diverse data in quality and quantity. 10T has also contributed to a rapidly developing
development that has addressed obstacles and security issues in Digital Forensic
that differ from theprevious status. This is appealing attention for proprietors of
breakthroughs, sequences, and espionage [21]. It is obvious from the preceding that
it is very difficult to follow traditional Digital Forensic mechanisms and procedures,
as well as the need to develop advanced models and technical methods in response
to the development of the world's 10T in all essential stages of investigation [22,
23], whether to contain digital evidence and analyzes, which are for cloud services
and regulations in the Internet environment. As indicated in Fig 1, loT
investigations are divided into three axes: digital forensic on the device level, digital
forensic on the network level, and digital forensic on the cloud [24, 25].
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Fig. 1: 10T forensic types.
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Device Forensics: Physical devices are recognized as the major source of
evidence for a given cybercrime at this level. The investigator identifies the
targeted 10T device and collects the necessary evidence, which can take many
forms such as images, video, audio, and so on. Mobile forensics is a type of
device forensics that can be used to save personal data such as details,
photographs, documents, and notes, as well as SMS and MMS messages [26].

Network Forensics: At this level, the types and forms of communication
networks that connect various devices in the 10T environment are explained,
which include Personal Area Networks (PAN), Local Area Networks (LAN),
and Large Area Networks (LAN) (WAN). To implement the digital
investigative process in the previously described networks, recognizing the
sources of various assaults and extracting information on access through
network access and departure movements, for legal evidence through
traceability for individuals moving within these networks [27].

Cloud Forensics: The Internet cloud is one of the most important stages in the
digital investigation process because data and information received from
Internet devices are equipped and stored on this cloud, despite the limited
storage and computation capabilities of these devices, making the cloud a very
rich source of the digital investigation process. This has already improved the
fact that the level of layers is the primary model in the inquiry process[28].

Literature Review

In order to adapt digital forensics to the 10T system, several recent studies have
proposed new investigative models or examined emerging difficulties in loT
forensics. This section includes a comprehensive analysis of current 10T forensics
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research that can help digital investigators and specialists in the area maintain track
of recent studies and introduce new ones.

Hegarty and colleagues addressed the complexity of digital forensic in 10T in [29],
and the authors proposed a cloud computing implementation approach for digital
inquiry. A general analysis of proposed solutions and a system structure are all part
of the effort. However, they have not offered a strategy for effecting their notion.

Others in [30] provided a method for obtaining 10T digital proof. Their dissertation
depicts a theoretical framework for 10T forensics. Various investigative measures
are depicted in order to obtain data for further research.

The researchers addressed forensic topics in the paper [31] and explored the
contrasts and similarities of forensic investigation departments from an ancient and
modern perspective. And they came across several limits and challenges for
forensic specialists in 10T smart devices. Furthermore, they offered a suggestion
that emphasizes the forensic foundation for smart device technologies in terms of
mobility and reinforces the grounds for the necessity to use the information
retrieved from sensors and the processes that occur on them. The approach they
proposed was theoretical and was not transferred and implemented to assess its
efficiency practically.

In [32], the researchers discussed in detail the obstacles and challenges confronting
the 10T forensic investigation processes in the era of the massive spread of this
virtual world. Hence, they included in this research the difficulties in applying the
foundations of digital forensics in the stages of identifying data of both physical
and logical types and obtaining them in the stages of analysis. The authors of this
study presented a proposed model that integrates forensic in its two forms, forensic
on the cloud side and forensic on the user side, including concerning the devices
involved and used, to obtain a framework that supports and addresses digital
investigation processes and the issues that arise as a result of digital forensics. They
presented proposals to build digital standards specified by forensics used for
Internet of Things Applications (IoTA) and promote loT-based research.

Another study completed by [33] discussed the threats and opportunities in the
fields of IoT monitoring and digital forensics. They briefly reviewed general
monitoring and crime scene investigation difficulties regarding protection and
threats. They focused on the issues of privacy, security, and forensics in the 10T era.

Using new investigative models developed by scholars such as Oriwoh et al. [34].
These models demonstrated high effectiveness in the investigation process by
dividing the attack areas into three areas, using scenarios to get evidence. These
scenarios were produced based on a practical study of criminals who used a new
strategy in conducting their electronic crimes. After analyzing and interpreting the
data from these studies, a model was developed that uses areas as a foundation for
investigating the 10T environment and revolves around three main axes: Area 1, the
internal network, and Zone 2, the parties, software, and hardware used within the
network's boundaries. Zone 3 includes any parties, software, hardware, and devices
utilized outside the network's bounds.
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Shrivastava et al. [35] have also developed a forensic analysis methodology for
computer investigators to capture or retain vital evidence from a wide range of
computer interfaces. Their methodology was centred on guaranteeing information
security through implementing organizational policies, best practices, and training
and taking the required safeguards to prevent data leakage.

Sathwara et al. [36] highlighted creating a digital model structure for evidence
collecting in loT digital forensics. The goal was to study the components and
methodological methods used in the 10T area in terms of the considered evidence
collection stage and get practical answers to the issues in this stage. Finally, the
researchers developed an ecosystem to aid investigators at the stage of acquiring
evidence and addressing it in the 10T environment.

3 IOT Forensic Framework

A. Digital Forensic Investigation Framework (DFIF):
(DFIF-10T) is a forensic framework that can provide potential 10T investigators
with a level of assurance. This framework provides the following advantages: It
complies with ISO/IEC 27043: 2015, an international information technology
convention, in order to efficiently prosecute computer crime in court [37]. This
section describes the processes taken to create the Digital Forensic Investigation
Framework (DFIF):

e Step 1. Recognize current structures

e Step 2. Formation of phase name

e Step 3. Mapping the Process

B. Digital Forensic Framework For Smart Environments (IoTDOTS):

loTDots is a new digital forensic architecture for intelligent surroundings such as
smart offices and smart homes. loTDots has two basic stages, as indicated in fig.2
[38]: stage one loTDots-Modifier and stage two loTDots-Analyzer. loTDots
Modifier scans smart app source code at build time, detecting forensically relevant
information and automatically inserting monitoring logs. During the execution
phase, the logs are saved in an loTDots database. The loTDots-analyzer then use
data analysis and machine learning techniques to extract useful and accurate
forensic information from the device's usage.
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Fig. 2: IOTDOTS modifier and analyser.

To identify the perpetrator of the crime and hold him accountable, the general
framework of the work must be able to identify information with a high criminal
value, such as the user's natural movements and abnormal movements, as well as
offensive and suspicious activity of applications and individuals [39]:

* Natural user movements: moves that occur through user accounts while adhering
to the relevant security guidelines.

* Abnormal user movements: Any activity that occurs due to authorized user
accounts' negligence and in breach of approved security guidelines.

+ Attacking and suspicious activity: Any activity intended by allowed or
unauthorized user accounts or smart devices and applications that intentionally
breaches security guidelines and endanger others and the system's status.

As a result, loTDots can be used criminally based on (1) unusual user movements
and (2) offensive and suspicious conduct. The following activities are studied with
respect to time [40] to see the potential of lIoTDots in spotting any irregular
movements of users:

A) Time-independent activities:
- Activity No. 1: The authorized user’s ability to manage smart devices unlawfully
within the scope of the smart environment at any time.

- Activity No. 2: The authorized user's ability to monitor smart devices in an
unauthorized manner beyond the boundaries of the smart environment at any time.

- Activity No. 3: Within the scope of the smart environment, the potential of
locating an authorized user in a banned region.
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B) Time-dependent activities:

- Activity 4: Move throughout the smart environment outside of normal time,
whether the user is dependent or not.

- Activity 5: Access to the smart environment by the user, whether permitted or not,
at an inconvenient time.

Because loTDots defines smart environment security protocols, user activities are
categorized as time-dependent or non-time-dependent. Users’ movements are
recorded, and their performance has nothing to do with loTDots due to the inability
to manage it because it is one of the procedures followed by the first party. Activities
(1, 2, 3) are time-independent since they do not use time as a basis. On the other
hand, any activity with a set completion period is accurately included by using
particular security measures for the security environment. And the two activities (4
and 5) are included in this group for maximum criminal advantage in a short period.

C. Forensic State Acquisition from the Internet of Things (FSAIloT):

FSA 10T is a holistic system that collects data in three states: loT unit, cloud, and
controller [41].

The FSA 10T is composed of two parts: the first is the Forensic State Acquisition
Control Unit, which is a central control unit, and the second is a collection of
procedures for collecting the case, which is expressed as the current state of the
loT device, as follows [42]:

1) Controller to 10T device: As illustrated in Fig 3, most devices in the 10T
ecosystem are depicted as a simple control unit coupled to device control. An
example of this is an IP camera controlled by a network device. When any
movement is detected, the difference in the situation is identified and reported
to the listening control unit. Other steps are then conducted depending on the
monitoring of this change.
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Fig. 3: controller to device.

2) Controller to cloud: Now, many internet gadgets use the cloud's services as
controllers and to receive data. In this situation, the application software
interface responsible for administering the 10T device can retrieve the current
state of any 10T device via cloud data. The API8 of the Nest is a wonderful
illustration of this. Communications to the nest temperature controller are
accessed via cloud calls, with this access fig.4, the possibility of being able to
access the nest device or designing individual programmed parts to obtain cloud
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data directly to monitor any changes in the state and state of the 10T device, and
the cloud is responsible for controlling it.
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Fig. 4: controller to device.

3) Controller to controller: The units in charge of controlling the Internet are
linked to easy control. This link is made possible via mobile applications or
online interfaces, as a consequence of which various system statuses can be
obtained. From this point in charge of data collecting, it became evident how
beneficial our system would be. When businesses include 10T devices into their
content, the necessity for centralized control points grows.

4

Iot Forensic Challenges and Proposed Solutions

While the Internet of Things provides investigators with a rich environment with a
wide range of characteristics, some factors can stymie an effective investigation in
the 10T environment. The following are some of the challenges, as well as possible
solutions for each of them:

Data Format: The data format delivered by 10T devices differs from that
stored in the cloud. Furthermore, users do not have direct access to their
data, and the data appears in a different format from that in which it is kept.
Before being processed on the Cloud, data can be analyzed using analytic
tools. As a result, before doing analysis, the data type must be returned to
its original format in order to be admissible in a legal proceeding [43].
Suggested Solution: This issue can be remedied by creating a modern
standard data format for 10T suitable for use in a court of law. Before
carrying out the evaluation, the data should be returned to its original
format.

Data Location: Due to the restricted storage capacity in devices used for
communication and electronic connectivity in all its forms in the IoT, this
complicates and greatly complicates the process of data monitoring, and the
global expansion of private 10T networks adds to the difficulty. An example
of this is an 10T device located in one location whose data is uploaded to a
cloud in another region. As a result, various requirements are taken into
account [44].

Suggested Solution: Preparing dynamic servers specifically designed to
monitor the location of 10T devices so that if the structure used in the loT
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changes, it is moved to another server that can contribute to reaching the
location of the device used in the crime and thus obtaining information that
serves the investigation process more effectively.

Forensic Tools: Because of the variances in uniformity across the devices
used and dispersed in loT networks, this proves the inadequacy of
traditional methodologies employed in digital forensics. The vast volume of
digital evidence collected from loT devices causes challenges of many types
throughout the evidence-gathering stage and affects the capacity to
distinguish between hacked devices. In a normal situation, the evidence
presented in court must be considered. The need for it verified, and the low
degree of safety present in the 10T does not serve this goal, as the foregoing
strongly requires the presence of advanced technologies and tools that can
keep pace with the nature of the 10T environment. The methods save time
for investigators and the effort to reach fruitful investigation results in the
world of the loT [45].

Suggested Solution: Investigating Internet crimes necessitates the
participation of specialists with a vast understanding of 10T to help judge
these crimes in court. The problem of tools utilized can be handled by
working with these specialists to design tools that the specialists have
already approved in the courts that handle these matters.

Device ldentity: The inquiry of the crime is deliberate regarding the
existence of a criminally committed crime. Cloud services are based on the
lack of identification that reveals its owner in user accounts [46, 47], which
does not assist in acquiring digital evidence that allows access to the
perpetrator’s identity of the crime. In other words, in the context of
investigating 10T crimes, retrieving digital evidence from the cloud does not
imply that this data can be utilized to track either the culprit or the device
used in the crime.

Suggested Solution: Reconsidering the approval of user accounts, whether
when the device is manufactured or when it is connected to the cloud, in
order to impose the use of useful and brief identifying information for users
on the cloud, contributing to a proposed solution to the issue of the user
device's identity and the information associated with it.

Conclusion

The document initially established the terms Internet of Things (loT), Digital
Forensic, and 10T Forensic, among others. As a bonus, various new approaches,
such as DFIF, DOTS, and FSA, have been investigated inside this framework. As
a matter of fact, the vast majority of them are mostly focused on adapting traditional
forensics techniques to 10T forensics processes. The study concludes by discussing
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many issues that the 10T forensic framework faces, including those related to the
data format, forensic tools (including those for identifying data), data location, and
data identity. We also provided solutions to these challenges.

References

[1] Gupta, B.B. and Quamara, M., (2020). An overview of Internet of Things (1oT):
Architectural  aspects, challenges, and protocols. Concurrency and
Computation: Practice and Experience, 32(21), e4946.

[2] Samara, G. and Aljaidi, M., (2019). Efficient energy, cost reduction, and QoS
based routing protocol for wireless sensor networks. International Journal of
Electrical & Computer Engineering, 9(1), 496-504.

[3] Samara, G., Alsalihy, W.A.A. and Ramadass, S., (2011). Increasing Network
Visibility Using Coded Repetition Beacon Piggybacking. World Applied
Sciences Journal, 13(1), 100-108.

[4] Adnan A. Hnaif, Khalid Mohammad Jaber, Mohammad A. Alia, and
Mohammed E. Daghbosheh, "Parallel Scalable Approximate Matching
Algorithm for Network Intrusion Detection System", The International Arab
Journal of Information Technology (IAJIT), ISI (IF 0.467), Vol. 18, No.1, pp.
77-84, 2020.

[5] Adnan A. Hnaif, Ali Aldahoud, Mohammad A. Alia, Issa S. Al’otoum and Duaa
Nazzal, “Multiprocessing scalable string matching algorithm for network
intrusion detection system”, International Journal of High Performance Systems
Architecture, Int. J. High Performance Systems Architecture, Vol. 8, No. 3,
2019

[6] Atlam, H.F., Hemdan, E.E.D., Alenezi, A., Alassafi, M.O. and Wills, G.B.,
(2020). Internet of things forensics: A review. Internet of Things, 11, 100220.

[7] Samara, G. and Blaou, K.M., (2017). Wireless sensor networks hierarchical
protocols. In 2017 8th International Conference on Information Technology
(ICIT) (pp. 998-1001). IEEE.

[8] Ghassan Samara, Mohammad A. Hassan, and Yahya Zayed, An Intelligent Vice
Cluster Head Election Protocol in WSN, International Journal of Advances in
Soft Computing and its Application, 13, 3(2021), 201-222.

[9] Ahmad AA Alkhatib, Adnan A. Hnaif, and Tarek Kanan, “Proposed simple
system for Road Traffic Counting”, International Journal of Sensors, Wireless
Communications and Control, 2018 Vol. 8(3).

[10] Hassija, V., Chamola, V., Saxena, V., Jain, D., Goyal, P. and Sikdar, B.,
(2019). A survey on loT security: application areas, security threats, and
solution architectures. IEEE Access, 7, 82721-82743.



83 loT Forensic Frameworks (DFIF, IoTDOTS, FSAIoT)...

[11] Samara, G. and Aljaidi, M., (2018). Aware-routing protocol using best first
search algorithm in wireless sensor. Int. Arab J. Inf. Technol., 15(3A), 592-598.

[12] Ahmad A. A. Alkhatib, Mohammad Alia, Adnan Hnaif and Sufian Yousef,
A novel method for localising a randomly distributed wireless sensor network,
International Journal of Systems Assurance Engineering and Management, Vol.
9, No. 2, pp. 354-361, 2018.

[13] Samara, G., Albesani, G., Alauthman, M., Al Khaldy, M., (2020). Energy-
efficiency routing algorithms in wireless sensor networks: A survey,
International Journal of Scientific and Technology Research, 9(1), 4415-4418.

[14] Adnan A. Hnaif, Amnah EI-Obaid And Nancy Al-Ramahi, “Traffic Light
Management System Based On Hamiltonian Routing Technique”, Journal of
Theoretical and Applied Information Technology, 30th June 2017. VVol.95. No
12, pp. 2792 — 2802, 2017.

[15] Khanafseh, M., Qatawneh, M. and Almobaideen, W., (2019). A survey of
various frameworks and solutions in all branches of digital forensics with a
focus on cloud forensics. Int. J. Adv. Comput. Sci. Appl, 10(8), 610-629.

[16] Samara, G., (2020). Wireless Sensor Network MAC Energy-efficiency
Protocols: A Survey. In 2020 21st International Arab Conference on
Information Technology (ACIT) (pp. 1-5). IEEE.

[17] Servida, F. and Casey, E., (2019). loT forensic challenges and opportunities
for digital traces. Digital Investigation, 28, pp.S22-S29.

[18] Samara, G., Ramadas, S., Al-Salihy, W.A.H. (2010). Safety message power
transmission control for vehicular Ad hoc Networks. Journal of Computer
Science,, 6(10), 1056-1061

[19] Kent, K., Chevalier, S., Grance, T. and Dang, H., (2006). Guide to
integrating forensic techniques into incident response. NIST Special
Publication, 10(14), 800-86.

[20] Samara, G., Al-Salihy, W.A. and Sures, R., (2010). Efficient certificate
management in VANET. In 2010 2nd International Conference on Future
Computer and Communication (Vol. 3, pp. V3-750). IEEE.

[21] Samara, G., Abu Salem, A.O. and Alhmiedat, T., (2013). Dynamic Safety
Message Power Control in VANET Using PSO. World of Computer Science &
Information Technology Journal, 3(10), 176-184.

[22] Stoyanova, M., Nikoloudakis, Y., Panagiotakis, S., Pallis, E. and Markakis,
E.K., (2020). A survey on the internet of things (IoT) forensics: challenges,
approaches, and open issues. IEEE Communications Surveys &
Tutorials, 22(2), 1191-1221.

[23] ™ Khatari, G Samara, (2015), Congestion control approach based on
effective random early detection and fuzzy logic, MAGNT Research Report,
3(8), 180-193.


https://www-scopus-com.sdl.idm.oclc.org/authid/detail.uri?authorId=36549085000
https://www-scopus-com.sdl.idm.oclc.org/authid/detail.uri?authorId=57215382131
https://www-scopus-com.sdl.idm.oclc.org/authid/detail.uri?authorId=57207795824
https://www-scopus-com.sdl.idm.oclc.org/record/display.uri?eid=2-s2.0-85078916997&origin=resultslist
https://www-scopus-com.sdl.idm.oclc.org/record/display.uri?eid=2-s2.0-85078916997&origin=resultslist
https://www-scopus-com.sdl.idm.oclc.org/authid/detail.uri?authorId=36549085000
https://www-scopus-com.sdl.idm.oclc.org/authid/detail.uri?authorId=55796898400
https://www-scopus-com.sdl.idm.oclc.org/authid/detail.uri?authorId=36023194600
https://www-scopus-com.sdl.idm.oclc.org/record/display.uri?eid=2-s2.0-78049499220&origin=resultslist
https://www-scopus-com.sdl.idm.oclc.org/record/display.uri?eid=2-s2.0-78049499220&origin=resultslist
https://www-scopus-com.sdl.idm.oclc.org/sourceid/11700154336?origin=resultslist
https://www-scopus-com.sdl.idm.oclc.org/sourceid/11700154336?origin=resultslist

Mohammad A. Hassan et al. 84

[24] Density Based Clustering Algorithm for Effective Cluster Prioritization in
WSN, International Journal of Advances in Soft Computing and its Application,
13, 2(2021), 123-138..

[25] Samara, G., Ramadas, S. and Al-Salihy, W.A.. (2010). Design of Simple
and Efficient Revocation List Distribution in Urban areas for VANET’s,

(NCSIS) International Journal of Computer Science and Information
Security, 8(1). 151-155.

[26] Quick, D. and Choo, K.K.R., (2018). 10T device forensics and data
reduction. IEEE Access, 6, 47566-47574.

[27] Khan, S., Gani, A., Wahab, A.W.A., Shiraz, M. and Ahmad, 1., (2016).
Network forensics: Review, taxonomy, and open challenges. Journal of
Network and Computer Applications, 66, 214-235.

[28] Ruan, K., Carthy, J., Kechadi, T. and Crosbie, M., (2011). Cloud forensics.
In IFIP International Conference on Digital Forensics (pp. 35-46). Springer.

[29] Hegarty, R., Lamb, D.J. and Attwood, A., (2014). Digital Evidence
Challenges in the Internet of Things. In INC (pp. 163-172).

[30] Harbawi, M. and Varol, A., (2016). The role of digital forensics in
combating cybercrimes. In 2016 4th International Symposium on Digital
Forensic and Security (ISDFS) (pp. 138-142). IEEE.

[31] Banday, M., (2017). Enhancing the security of IOT in forensics. In 2017
International Conference on Computing and Communication Technologies for
Smart Nation (IC3TSN) (pp. 193-198). IEEE.

[32] Osamh I. Khalaf and Ghaida M. Abdulsahib. Energy Efficient Routing and
Reliable Data Transmission Protocol in WSN. International Journal of
Advances in Soft Computing and its Application, 12, 3(2020), 45-53..

[33] M. Conti, A. Dehghantanha, K. Franke, and S. Watson, (2018) “Internet of
things security and forensics: Challenges and opportunities,” Future
Generation Computer Systems, 78, 544-546.

[34] Oriwoh, E., Jazani, D., Epiphaniou, G. and Sant, P., (2013). Internet of
things forensics: Challenges and approaches. In 9th IEEE International
Conference on Collaborative computing: networking, Applications and
Worksharing (pp. 608-615). IEEE.

[35] Shrivastava, A.K., Payal, N., Rastogi, A. and Tiwari, A., (2013), September.
Digital forensic investigation development model. In 2013 5" International
Conference and Computational Intelligence and Communication Networks (pp.
532-535). IEEE.

[36] Sathwara, S., Dutta, N. and Pricop, E., (2018). loT Forensic A digital
investigation framework for loT systems. In 2018 10" international conference
on electronics, computers and artificial intelligence (ECAI) (pp. 1-4). IEEE.

[37] Singh, K.S., Irfan, A. and Dayal, N., (2019). Cyber Forensics and
Comparative Analysis of Digital Forensic Investigation Frameworks. In 2019
4th International Conference on Information Systems and Computer Networks
(ISCON) (pp. 584-590). IEEE.



85 loT Forensic Frameworks (DFIF, IoTDOTS, FSAIoT)...

[38] Babun, L., Sikder, A.K., Acar, A. and Uluagac, A.S., (2018). loTDots: A
Digital Forensics Framework for Smart Environments. arXiv preprint
arXiv:1809.00745.

[39] Khan, H., Hanif, S. and Muhammad, B., (2021). A survey of machine
learning applications in digital forensics. Trends in Computer Science and
Information Technology, 6(1), 020-024.

[40] Meffert, C., Clark, D., Baggili, 1. and Breitinger, F., (2017). Forensic State
Acquisition from Internet of Things (FSAIoOT) A general framework and
practical approach for 10T forensics through 10T device state acquisition. In
Proceedings of the 12th International Conference on Availability, Reliability
and Security (pp. 1-11).

[41] Yaqoob, 1., Hashem, ILA.T., Ahmed, A., Kazmi, S.A. and Hong, C.S.,
(2019). Internet of things forensics: Recent advances, taxonomy, requirements,
and open challenges. Future Generation Computer Systems, 92, 265-275.

[42] Atlam, H.F., Hemdan, E.E.D., Alenezi, A., Alassafi, M.O. and Wills, G.B.,
(2020). Internet of things forensics: A review. Internet of Things, 100220.

[43] Stoyanova, M., Nikoloudakis, Y., Panagiotakis, S., Pallis, E. and Markakis,
E.K., (2020). A survey on the internet of things (loT) forensics: challenges,
approaches, and open issues. IEEE Communications Surveys &
Tutorials, 22(2), 1191-1221.

[44] Samara, G. and Alsalihy, W.A.A., (2012). A new security mechanism for
vehicular communication networks. In Proceedings Title: 2012 International
Conference on Cyber Security, Cyber Warfare and Digital Forensic
(CyberSec) (pp. 18-22). IEEE.

[45] Bouchaud, F., Grimaud, G. and Vantroys, T., (2018). IoT Forensic:
identification and classification of evidence in criminal investigations. In
Proceedings of the 13" International Conference on Availability, Reliability
and Security (pp. 1-9).

[46] Samara, G., Alsalihy, W.A.H.A. and Ramadass, S., (2011). Increase
emergency message reception in vanet. Journal of applied sciences, 11(14),
2606-2612.

[47] Baig, Z.A., Szewczyk, P., Valli, C., Rabadia, P., Hannay, P., Chernyshev,
M., Johnstone, M., Kerai, P., Ibrahim, A., Sansurooah, K. and Syed, N., (2017).
Future challenges for smart cities: Cyber-security and digital forensics. Digital
Investigation, 22, 3-13.

Notes on contributors

Mohammad Hassan has received his BS degree from

T Yarmouk University in Jordan in 1987, the MS degree
i~ = & from University of Jordan, in 1996, and the PhD degree
N in computer information systems from Bradford
University, UK in 2003. He is working as an associate
professor in the department of computer science at
Zarga University in Jordan. His research interest

——
Ny




Mohammad A. Hassan et al. 86

includes information retrieval systems and database
systems.

Ghassan Samara Holds BSc. and MSc. in Computer
Science, and PhD in Computer Networks. He obtained
his PhD, from Universiti Sains Malaysia (USM) in
2012. His field of specialization is Cryptography,
Authentication, Computer Networks, Computer Data
and Network Security, Wireless Networks, Vehicular
Networks, Inter-vehicle Networks, Car to Car
Communication, Certificates, Certificate Revocation,
QoS, Emergency Safety Systems. Currently, Dr.
Samara is an associate professor at Zarga University,
Jordan.

Mohammad Abufadda Holds BSc. in Computer
Science, and Currently MSc. Students in Computer
Science in Zarga University, Jordan. Working
Currently as programmer in Ministry of Education,
Jordan.




