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Abstract

Many different networks that rely on short-distance wireless
technology for their functions utilize the IEEE 802.15.4 Standard,
especially in the case of systems that experience a low level of traffic.
The networks using this standard are typically based on the Low-Rate
Wireless Personal Area Network, herein called the LR-WPAN; this
network is used for the provision of both the physical layer, herein
referred to as the PHY, and the media access control, herein
abbreviated as the MAC. There are four security features in the IEEE
802.15.4 Standard that are designed to ensure the safe and secure
transmission of data through the network. Disconnection from the
network is managed and controlled by the message authentication
code, herein referred to as the MAC, while the coordinator personal
area network, herein abbreviated as the PAN, is also able to trigger
the disconnection. However, the process of disconnection from the
network is one area of vulnerability to denial-of-service attacks,
herein referred to as DoS; this highlights a major shortcoming of the
IEEFE 802.15.4 Standard’s security features. This paper is intended to
contribute to the improvement of security for the IEEE network by
conducting a specific and in-depth review of available literature as
well as conducting an analysis of the disassociation process. In doing
s0, potential new threats will be highlighted, and this data can be used
to improve the security of the IEEE 802.15.4 Standard. Overall, in this
paper, the role of the Castalia tool in the OMNET++ environment is
analysed and interpreted for these potential new threats. Also, this
paper proposes a solution to such threats to improve the security IEEE
802.15.4 disassociation process.

Keywords: Disassociation vulnerability of IEEE 802.15.4 Standard, DoS attack,
I0T security.
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1 Introduction

For researchers and developers of software and networks alike, there is a great level
of importance assigned to protecting networks from the risk of attacks, such as
eavesdropping, which is often conducted through the use of radio receivers with
specific built-in software and technology. Attacks of this nature can be difficult to
detect by the system when conducted in the wireless environment [1]. As such, the
IEEE 802.15.4 Standard is continually being updated with the aim of enhancing the
existing safety features to prevent such attacks from exposing and taking advantage
of defects and weaknesses in the system [2].

Both the MAC and PHY layers were given for the LR-WPAN in 2003 in the first
approved version of the IEEE 802.15.4 Standard [3]. This original version was
subsequently modified in 2006, 2011, 2016, and 2018. Meanwhile, in 2015, the title
of the Standard was also updated and is now referred to as the Low-Rate Wireless
Network, herein referred to as the LRWN [4]. The Standard adheres to the
requirements established by minimal power consumption without supervision of
the system Internet of Things (herein abbreviated to 10T). The IEEE 802.15.4
Standard is thus highly relevant in numerous fields, which include (but are not
limited to) military, healthcare, industrial, and residential. Low-quality service
(herein referred to as QoS) and data are examples of features that make this standard
relevant for use in these fields [5]. Congestion of the network or other such failures
and errors could lead to latency, which, in turn, could increase the likelihood of an
attack, such as the injection of forged frames of spyware on the WLANS by
attackers [6]. Thus, the two layers of the Standard could both be at risk of coming
under attack. The open and unprotected network is one of the major risk areas of
the IEEE 802.15.4 Standard. However, the danger posed by the attacker will depend
on their target as well as the type of attack being conducted; however, the openness
of the network is arguably a blatant flaw in comparison to the closed nature of a
wired network.

The IEEE 802.15.4 Standard uses different frames (Beacon, Command, Data, and
Acknowledgement) to facilitate the exchange of data between the nodes and the
PAN coordinator. Each of these aforementioned frames possesses different
information specific to its function and format, which is variable depending on the
action that is being carried out [7],[8].

Because the IEEE 802.15.4 Standard relies on the effective transmission of frames
by radio waves, it actively engages with a wireless environment and is thus at risk
of attack by hackers who, should they gain access to the network, could intercept,
track, or obtain the frames to create a sniffing attack that would provide with highly
sensitive data [9],[10].

A DosS attack could be created by a single hacker or a group of hackers collaborating
for a common goal, which would result in the collapse of the network for a period
of time either temporarily or, in some cases, permanently [11]. The collapse of the
network would prevent legitimate users from being able to access it is re-secured
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and re-established; oftentimes, this type of action may be achieved by flooding the
network with illegal data [11]. Another method that is often utilized by hackers to
gain access to a network like the IEEE 802.15.4 Standard is emitting radio signals
at an increasing signal-to-noise ratio (SNR) level, which makes the signals intended
to be sent distorted and corrupted; this process is known as radio jamming [12]. The
MAC layer could be an alternative target for hackers, where they could use DoS
methods against CAP Maintenance or GTS requests [11] or even against the
transmission of data entirely [13].

The process of disassociation depends largely on the method by which nodes are
disconnected from the network; however, a successful disconnection procedure
culminates with the target node being securely disconnected. This process can also
be used as a means of attacking the network; if legitimate nodes are the target of a
DoS attack as a result of weaknesses in the disassociation procedure, then
association nodes may also be forcibly disassociated. The Rogue Access Point
attack was discovered by Nzabahimana (2018) and is characterized by the attacker
use of the disassociation procedure to launch a DoS attack on the entire network.
First, in this process, an access point must be installed into the network that is being
targeted by the attacker; following this, the original access point is removed from
the network through the use of connecting association nodes, thereby leaving only
the rogue node as the functional access point and giving the hacker full power over
the network as a whole [14].

The IEEE 802.15.4 Standard is associated with extensive amounts of related
research aiming to help improve the security of the system and uncovering attacks
to which the Standard could be likely to fall victim or which it has otherwise
experienced in the past. This paper primarily focuses on the disassociation
procedure, with the goal being to provide protection for the network’s nodes. This
will primarily be carried out by determining weaknesses and areas hackers could
exploit in order to impact the security of the entire network.

This section has outlined a summarized version of the IEEE 802.15.4 Standard and
how it functions. Section 2 explains the MAC layer. The different security roles in
regards to the disassociation packet are analysed in detail in Section 3. Section 4
covers the weaknesses of the IEEE 802.15.4 Standard and how these weaknesses
could lead to potential attacks on the system, including scenarios in which these
attacks might be seen. The implementation procedure for these attacks is then
detailed in Section 5, and the results following this are expressed in Section 6.
Section 7 proposes a solution for disassociation packet attacks. Finally, Section 8
contains the conclusion for the paper.

2 Networks and Security for the IEEE 801.15.4
Standard

The IEEE 802.15.4 Standard needs to ensure that messages and packets being
transferred using its system are kept secure for the sake of message integrity, the
confidentiality of the content within the message, and ensuring that message replay
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Is as it was. The MAC layer of the standard serves to organize the frames being
transferred prior to sending them to the PHY layer, making it important that the
security of the MAC layer is protected and updated regularly [4].

2.1. Access Controls

Unauthorized nodes should be detected and prevented access by the access controls,
which are based on the access point service. Unauthorized nodes must be
disconnected from the network prior to the transfer of any frames, before malicious
behaviours can be exhibited [15],[16].

2.2. Message Integrity

A number of techniques are in place in the IEEE 802.15.4 Standard that allow for
the detection of changes made to a message that is being transmitted; the message
integrity service is responsible for this action. Any messages that have had their
content altered during the transmission process should be discarded by the
authorized nodes by following the MAC technique. A shared but secret
cryptographic can be used in this instance to ensure that both the sending and
receiving nodes are capable of distinguishing between unaltered and altered
messages. This allows the MAC to determine whether a message is liable for
deletion due to its being altered during the transmission process [15],[16].

2.3. Message Confidentiality

Message confidentiality is of the utmost importance for a network. Message
confidentiality involves the concealment of the content contained within a message,
and, for the IEEE 802.15.4 Standard, this is carried out using two methods:
encryption and Nonce. Using the Nonce method provides non-repetitive results,
thereby serving to further complexify the encryption of the message being sent
[15],[16].

2.4. Replay Protection

It is relatively easy for an attacker to create an eavesdropping attack against the
network if said network is wireless in nature, meaning that messages being
transferred over the aforementioned network will potentially be compromised in
their security. If a message should be captured by an attacker, it could then be
utilized for devious or malicious purposes. However, in the case of the IEEE
Standard, these types of attack are protected through the use of a sequence number
technique that serves to number each packet being sent, which means that the
network is able to determine the authenticity of the packet and reject instances
where the packet value does not correlate with the sequence number [15],[16].
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3 The IEEE 802.15.4 Networks Security Packet

Security is controlled and applied by the MAC layer in the case of the IEEE
802.15.4 Standard, which means that the appropriate measures need to be
established in order for the correct control parameters to be specified. This
information can then be used to provide support against weaknesses; this, in turn,
ensures that the data field is protected by the beacon, data, and control frames while
unsupported by the Acknowledgement frames. The Acknowledgement frames’ lack
of protection means that it is possible for their information to be transferred in an
unprotected manner [17].

If security is to be provided for the IEEE Standard, first, a specific and relevant
security suite needs to be selected. Oftentimes, the high degree of protection
provided by the AES-CCM makes it a suitable option for the encryption and
authentication of the data frame; meanwhile the AES-CBC-MAC can provide
authentication services for other frames. Finally, the AES-CTR is useful for
providing encryption security. However, in cases where there is no need for an
exchange of data between the application and a specific frame, a null suite is instead
selected [3],[4].

Disassociation packet: When disassociation is requested by the PAN coordinator
or an associated node, a command is directly transferred between these two
functions, which enables the disconnection process from the network [4].

An example of a generic MAC frame is demonstrated in Figure 1, where a fixed
arrangement is utilized for the fields of the frame; however, it is not possible for all
fields to be added as part of the MAC header. This is due to the variability that can
exist between two different frames. Parameters in the frame control field serve to
determine the type of frame in question. A key area of importance in this process is
the security-enabled field, which provides protection for the frame that is being
transferred. If the level of security is set to O, the frame will have no protection
assigned to it. As such, the auxiliary security header will only be present in the
MAC frame’s MHR if value one is not determined in the security-enabled field [1].

4 Disassociation Packet and the Risk Posed by Attacks

In this section, we discuss the role of security in the Standard’s disassociation
process and highlight any weaknesses found in the system that could predispose it
to the threat of a hacker attack with the aim of causing malicious activities to the
network. The weakness in question is potentially utilizable by attackers using a DoS
attack in multiple manners, which should be understood first. At the initiation of
the attack, data regarding the network is gathered through the use of a disassociation
process attack; then, information can be collected by the attacker, which could
compromise the security of the IEEE 802.15.4 Standard. First, a sniffing attack is
used to obtain access to sensitive records and information that is sent during the
process of frame transfer; the attacker in this instance will not engage in altering
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field values and the like at this stage [18]. As a result, the attacker has completed
the gathering stage and possesses a file with important and sensitive information
about the target network. This information allows the attacker to move on to the
next stage.
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Figure 1: General MAC frame format.

Following this, the attacker can launch an active attack through the initiation of the
disassociation procedure either targeting the PAN coordinator or the associated
nodes themselves, which causes associated nodes to be removed from the network.
In the first case, targeting associated nodes, a fake disassociation notification
command is generated and directed by the attacker to the association node(s) that
has been targeted. In doing so, the association node must then return an
acknowledgement packet to the PAN coordinator, which serves to finalize the
process of disassociation. This causes the PAN coordinator to interpret this as the
association node being disconnected. In the other case, targeting the PAN
coordinator, a fake disassociation notification command is generated and directed
by the attacker by impersonating the association node sent to the PAN coordinator,
which is demonstrated visually in Figure 2. As before, an Acknowledgement packet
Is returned, but, this time, it is returned by the PAN coordinator to the association
node. Both of these methods will have the same result: preventing the associated
node from being able to communicate with the network; thus, disassociation will
be complete.

In both cases, regardless of the target (either the PAN coordinator or associated
nodes), it is proven that the attacker can generate and direct a fake disassociation
notification command. Then, the PAN coordinator and associated nodes can
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complete the disassociation process of the IEEE 802.15.4 Standard. In other words,
the attacker uses the disassociation notification command that is not secure to
launch an active DoS attack over the network.

There is a weakness found within this disassociation process that attackers could
use to trigger an attack on the IEEE 802.15.4 Standard. This potential for attack
could endanger the safety of the files being transferred through the system and could
result in the standard being at risk of malicious hacker intentions. Therefore, actions
must be taken to understand the risks posed by this weakness, and, furthermore,
steps must be taken to prevent the weakness from being harnessed for malicious
purposes by triggering the commencement of the disassociation process.
Conversely, the same could be carried out by harnessing the association nodes to
disconnect them from the network and trigger the disassociation processes.
Regardless of the disassociation method used, this would then expose a major
weakness, which would allow for further DoS attacks to be made against the IEEE
802.15.4 Standard itself.

I Device Higher layer I I Device MLME I I Device MLME I I Device Higher layer I

MLME-Disassociate.request
>
" | Disassociate Notification

Acknowledgment

MLME-Disassociate.
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MLME-Disassociate.confirm
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Figure 2: Message sequence chart of disassociation.

4.1. Disassociation Attacks Targeting Nodes

As can be seen below in Figure 3, the PAN coordinator and the associate nodes are
the primary components of networks that apply the IEEE 802.15.4 Standard. In
addition to the associated nodes (A, B, and C), one other type of node (D) can be
seen in the diagram—unassociated nodes, which serve to connect and associate
with the PAN coordinator. The attacker (hacker) node that has been maliciously
integrated into the system and is intended to carry out an attack on the network.
This attacker node conducts a sniffing attack, as previously mentioned, which
allows the attacker node to uncover the necessary information for an attack to take
place. This attacker node searches for an association packet, meaning there is a node
in the network desiring to legally join with the PAN coordinator; should they
discover one, which would have been sent from any unassociated node in the system
to the PAN coordinator. This attack can be achieved in two steps as follows:
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Step 1: When the attacker node detects any association packet throughout the
network, it sends to the PAN coordinator to attempt to associate with the network;
then, it will create a disassociation packet to send back to the unassociated node, as
shown in Figure 3 (step 1).

Step 2: This unassociated node, upon receiving the disassociation command, will
respond with an Acknowledgement packet (as detailed previously) for apologies
for the link with network. As a result, the node (D) will have failed to successfully
complete the association process with the PAN coordinator to join the network, as
shown in Figure 3 (step 1).

The attacker node will need to gather all of the relevant information to create a fake
disassociation command through a sniffing attack prior to this event. This
information will include details regarding the unassociated node that sent the
original association packet request as well as a destination and source address for
the node and PAN coordinator. Since, in this instance, the node has received
information from what it interprets to be the PAN coordinator, it will complete the
disassociation process as requested and send out the acknowledgement packet. This
causes an incorrect disassociation to be carried out and the node, at the end of the
process, to be no longer associated with the network. However, it was not an
intended action and was the result of the fraudulent attack node altering the
commands sent between the node and the PAN coordinator.

Step 1 Step 2

with node.
<> Non- association

Range of network Range of network

Gl Non- association

. Coordinator PAN. . Coordinator PAN.

‘ Legitimate node. Legitimate node.

¢
. Hacker node. . Hackernode,

Figure 3: A disassociation attack targeting the nodes.

4.2. Disassociation Attack Toward the PAN Coordinator

As can be seen in Figure 4, for networks implementing the IEEE 802.15.4 Standard,
there are numerous associate nodes (A, B, C, and D) as well as the PAN coordinator,
both of which can be hacked by a hacker and attacked to interfere with their
functioning. Additionally, there are also uncoordinated nodes that are not associated

(‘) Disassociation connection|
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with the system (but can request to become associated with the PAN coordinator)
as well as attacker node that can also be seen in the network and serve the role of
attempting to hack into the system and cause malicious intentions. An attacker node
that is attempting to hack into the system launches the sniffing attack by collecting
data and information on the system, which includes information such as the source
address, destination address, etc. Once the attack node has retrieved its information,
it is then able to begin the next sniffing attack stage to identify an association packet
response sent out by the PAN in response to a request made by the unassociated
nodes to join the system. After that This attack can be achieved in two steps as
follows:

Step 1: Once the attacker node has detected this association packet response, it is
then able to create its own falsified disassociation packet in order to hijack the
system; the destination address for this malicious disassociation packet is set to the
PAN coordinator so that, when it is received, an acknowledgement packet is then
sent out. However, at this time, the attacker node once more interferes with the
system so that the destination and source addresses are switched out, meaning that
the command is sent to the wrong recipients, as shown in Figure 4 (step 1).

Step 2: The PAN coordinator receives the malicious disassociation packet,
interprets it as the node (C), and makes a request to disconnect from the network.
As a result, the node is then sent an acknowledgement packet and is removed from
the network as a result of the attacker node’s actions, as shows in Figure 4 (step 2).
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Figure 4: Disassociation attack toward the PAN coordinator.
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5 Implementation of Disassociation Attacks on the
Network

In section V, we examine the processes undertaken during a disassociation attack
process and how such attacks are carried out, including considering the
requirements that must be witnessed in order to create an environment in which the
attack can be carried out. Indeed, there are certain considerations that will impact
whether or not the attacker node will be able to conduct a successful attack on the
network based on certain potential weaknesses in the systems but that, if eliminated,
would help prevent attacker nodes from being able to carry out their function and
thereby promote the security of the network. For the IEEE 802.15.4 Standard, this
should be maintained and is considered a point of utmost importance, as failing to
do so could leave the Standard with serious weaknesses that, upon discovery by
hackers, could be used as a means of hacking into the system and causing damage
to the Standard or compromising the confidentiality of the information being shared
on the network.

An attack on the IEEE Standard can be simulated with the Castalia-3.2 tool, which
allows for the weaknesses of the system to be determined and analysed. In so doing,
it is possible to gain insight into areas that could be targeted by attackers, and,
subsequently, steps can thus be taken to promote the safety of these weak areas in
order to strengthen them and reduce the likelihood of the network being
compromised. The primary configuration file used in this analysis process is
omnetpp.ini, which contains the majority of the parameters needed in order to create
the network simulation. This process can be carried out in such a way that ensures
that the network is set up in a manner that is relevant to the simulation in question.
Below, the parameters included in the file are explained, including how the
Castalia-3.2 tool can be best utilized for monitoring or testing the security of a
network like the IEEE 802.15.4 Standard.

First, the main configuration code is considered, which is found within the file,
omnetpp.ini. This is needed for setting the correct value for the parameters in
question, which should be carried out to meet the requirements of the simulation
scenario. These values need to be defined and set, since, as a standard, they have
no default figures and values attached to them. Examples of parameters that would
need to be defined at this stage include the number of nodes in the simulation or the
amount of time for which the simulation is expected to run. In this study on the
IEEE 802.15.4 Standard, we generally have five nodes that are legitimate, as well
as an extra attacker node that serves as the hacker in the simulation. One of the
nodes is the PAN coordinator. The attacker node serves as the malicious entity
within this simulation, and its role is to simulate how a real hacker could attempt to
infiltrate and damage the network based on the existing parameters for the real
Standard; it targets both the nodes and the PAN coordinator to conduct its attack on
the system. As such, there are six nodes that are defined as part of this simulation,
five of which are legitimate nodes and one of which is the illegitimate attacker node:
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SN.node[*].Communication.MACProtocolName = “Mac802154”
SN.node[0].Communication. MAC.i1sFFD = true
SN.node[0].Communication. MAC.1sPANCoordinator = true
SN.node[*].Communication. MAC.phyDataRate = 1024
SN.node[1].Communication.MAC.ishack = true

The codes serve an important role in the definition and creation of the MAC layer
for the simulation, and this is carried out in line with the implementation
requirements of the system. The primary parameter above, ‘MACProtocolName”’,
is used as a means of determining the specific type of protocol that was
implemented during the implementation process by the MAC layer. This is
important, as will be subsequently seen, for the success of the simulation from a
reliability perspective. Next, there is the ‘isFFD’ parameter, which serves to
distinguish between and identify the network’s fully functioning nodes; it also
serves to set the names for each of the legitimate nodes, where node ‘0’ is one of
the fully functioning nodes present in the network itself. Third, the control of the
nodes in terms of which node will be the PAN coordinator node for the network
simulation is determined by the parameter, ‘isPANcoordinator’. This differentiates
between the five nodes in the system that are legitimate, leaving one PAN
coordinator node and four legitimate nodes. Fourth, there is the ‘phyDataRate’
parameter, which is responsible for controlling the speed of transmission during the
implementation phase of the simulation, with the value of this parameter being set
in Kbps units. Finally, the ‘ishack’ parameter is responsible for identifying and
determining the attacker node from the other nodes, with the attacker node being
the node responsible for carrying out the malicious attack on the simulation network
of the IEEE 802.15.4 Standard.

During an attack on the IEEE 802.15.4 Standard by a disassociation packet attack,
the is for interfering with the normal functioning of the nodes and the PAN
coordinator, with the association and disassociation processes being interfered with
and controlled by the attacker node. During an attack on the network by the attacker
node, the attacker node interferes with these processes, altering the source and
destination addresses for the disassociation packets that are sent between the node
and the PAN coordinator, which, in turn, forces a node to disassociate from the
system. Attacks of this nature by attacker nodes are characterized as being active
attacks due to the fact that the attacker node’s role during the attack is to actively
carry out behaviour that is malicious in nature. The attacker node's behaviour is
coded as shown below:
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void Mac802154 -fromRadioLaver{cPacket * pkt, double rssi,
double 1gi)
{ if (ishaclk){
if (revPacket-=getMac802154PacketTyvpe() ==
MAC 802154 ASSOCIATE PACKET){
int PANaddr = revPacket->getPANiId();
nextPacket = new Mac802154Packet(“PAN disassociate
request”, MAC TAYER PACKET);
nextPacket-=setDstID({revPacket->getSreTD());
nextPacket-=setPANid({(PANaddr):
nextPacket-=sethac802154PacketType(MAC 802154
DISASSOCIATE PACKET REQUEST):;
nextPacket-=setSrcID(revPacket->getDstID ) )
nextPacket-=setByteLength(COMMAND PEKT SIFE):
H
if (revPacket-=getMac802154PacketTyvpe() == MAC
802154 ACK PACKET){
int PANaddr = revPacket-=getPANId();
sniffi() <<= ** The packet is: MAC 802145 Ack PACKET
<< (revPacket-=getSrcID())<< “To node “<< (revPacket-=
getDstID());
nextPacket = new Mac802154Packet(“PAN disassociate request
node” MAC LAYER PACKET);
nextPacket-=setDstID(revPacket-=getSrceID());

node”, MAC LAYER PACKET);
nextPacket->setDstID(rcvPacket->getSreID())
nextPacket->setPANid(PANaddr);
nextPacket->setMac802154PacketType(MAC 802154 DISASSOCIATE
PACKET REQUEST);

nextPacket->setSrcID(rcvPacket->getDstID());
nextPacket->setByteLength(COMMAND PKT SIZE);

A disassociation packet can be launched through one of two methods, which is
shown in the above code. These two methods are shown as follows:

Method A: In this method, the attacker node conducts a sniffing attack into the
network and, if the ‘MAC 802154 ASSOCIATE PACKET’ is detected on the
system, the attacker node will complete the following steps in order to launch its
attack:

1) A disassociation packet is first built following the plans and information

contained within the original packet. This is called:
‘MAC 802154 DISASSOCIATE PACKET REQUEST’.
2) For the maliciously created packet, ‘MAC 802154

_DISASSOCIATE\ PACKET REQUEST’, the destination address will be set as
the same as the source address from the ‘MAC 802154 ASSOCIATE PACKET"’.

3) For the maliciously created packet, ‘MAC 80154
DISASSOCIATE PACKET’, the source address will be set as the same as the
destination address from the ‘MAC 80154 ASSOCIATE PACKET’.

4) The PAN id will be set as the same for both the attacker packet and the
original associate packet that was sent out.
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5) Finally, the type of packet is determined by the attacker node. and the
‘MAC _ 80154 DISASSOCIATE PACKET REQUEST’ can be sent out over the
network to its intended recipient, which, in turn, will trigger the recipient to
commence the disassociation process.

Method B: Alternatively, if an acknowledgement packet is sniffed over the network
during the attacker node’s sniffing attack, the following method is followed for the
attacker node to cause malicious intent on the network.

1) A disassociation packet is first built following the plans and information
contained within the original packet. This IS called
‘MAC 802154 DISASSOCIATE PACKET REQUEST".

2) For the maliciously created packet, ‘MAC 802154
DISASSOCIATE PACKET REQUEST”, the destination address will be set as the
same as the source address from ‘MAC 802154 ACK PACKET’.

3) For the maliciously created packet, ‘MAC 80154
DISASSOCIATE PACKET’, the source address will be set as the same as the
destination address from the ‘MAC 80154 ACK PACKET’.

4) The PAN id will be set as the same for both the attacker packet and the
original associate packet that was sent out.

5) Finally, the type of packet is determined by the attacker node and the
‘MAC 80154 ACK PACKET’ can be sent out over the network to its intended
recipient, which, in turn, will trigger the recipient to commence the disassociation
process.

6 Discussion and Rrsults

In this section, the output process for the implementation that was carried out as
part of the study for this paper is explained and discussed while further serving to
identify and represent the results obtained as a result of this implementation
experiment.

During the study, the Castalia tool was utilized to simulate a real attack on the IEEE
802.15.4 Standard, which allowed for accurate results to be determined based on
how a real attack on the network might be carried out; this could then be analysed
to determine areas of strength and weakness in the existing framework. The means
by which the sniffing attack was conducted using the Castalia tool were explained
previously in Section 4. When run in the simulation model, the results of the sniff
attack can be seen in Figure 5, which were saved under the name of ‘Sniffing-trace-
txt’ by the attacker node itself. From this data, the following information can be
obtained:

« The name of the node carrying out the sniffing attack on the packets; in
this instance for the simulation, the node was the attacker node itself.
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» The type of packet that has been uncovered during the sniffing attack by
the attacker node; see Table 1 for examples of the types of packets that can be
sniffed out during the attack.

» The network name, which also corresponds to the PAN id.
» The addresses of the sender and destination for the packet.

sniffing packet by 1 Type of packet is 1061 and it Send Over PAN @ Is send from node: @ Received to node: -1
sniffing packet by 1 Type of packet is 1864 and it Send Over PAN @ Is send from node: @ Received to node: 1
sniffing packet by 1 Type of packet is 1062 and it Send Over PAN @ Is send from node: 4 Received to node: @
sniffing packet by 1 Typz of packet is 1064 and it Send Over PAN @ Is send from node: @ Received to node: 4
sniffing packet by 1 Type of packet is 1061 and it Send Over PAN @ Is send from node: @ Received to nede: -1
sniffing packet by 1 Type of packet is 1062 and it Sand Over PAN @ Is send from node: 2 Received to node: @
sniffing packet by 1 Type of packet is 1004 and it Send Over PAN @ Is send from node: @ Received to node: 2
sniffing packet by 1 Type of packet is 1061 and it Send Over PAN @ Is send from node: @ Received to node: -1
sniffing packet by 1 Type of packet is 1062 and it Send Over PAN @ Is send from node: 3 Received to node: @

Figure 5: Snippet of the file ‘Sniffing-Trace.txt’ as a result of sniffing by the
hacker node.

Table 1: Type of packet in the Castalia tool

Type of packet

MAC_802154 BEACON_PACKET
MAC_802154 ASSOCIATE_PACKET
MAC_802154 DATA PACKET

MAC_802154 ACK_PACKET

MAC_802154 GTS_REQUEST
MAC_802154_DISASSOCIATE
MAC_802154 DISASSOCIATE

As a summary for the experiment, it can be said that any attacker node can easily
launch an attack against the disassociation process. The disassociation command
sent over the network is unencrypted, which is a command type that is easy to
detect, manipulate, and resend over the network again. Also, it can create a
disassociation command and then send it over the network to force the target node
or PAN coordinator to complete the disassociation process. As a result, the
disassociation process in the IEEE 802.15.4 Standard lacks a security policy that
makes the disassociation process more secure.

As is observed in Figure 6, which shows content from the file ‘Sniffing-trace.txt’,
there is a record kept of the attacks that are carried out, including the type of packet
and the destination and source nodes. This file shows the activities in the network,



195 Potential Security Vulnerabilities of the IEEE...

with two cases clearly visible from this part of the file. In this first case, it can be
seen how node 4 was converted into node 1, which indicates that the node has been
disassociated from the rest of the network and is thus disconnected, indicating a
successful hacking attempt of the simulation system. Therefore, the association
process failed to be carried out as a result of the attacking node’s infiltration of the
system and the creation of false files, leading to an incorrect disassociation of the
node in question. This case proves that the attacker is able to attack any node it
desires to associate with the PAN coordinator and join the network. Therefore, the
attacker can control the network and ban every node in order to associate in the
network, which leads to a DoS attack against the network.

7 Proposed Solution for Disassociation Packet Attacks

In this paper, a new type of attack has been identified, analysed, and implemented
against the disassociation processes using two methods. This section introduces the
proposed solution to overcome the disassociation process attack.

sniffing packet by 1 Type of packet is 1882 and it Send Over PAN @ Is send from node: 4 Received to node: @
The MAC_882145_ASSOCIATE_PACKET send from 4To node @

= e o - T T O S e R R e S e e R S m—
sniffing packet by 1 Type of packet is 10e4 and it Send Owver PAN @ Js
| S [ — O | p— | — C—c, T — — —

send from node: @ Received to node: 4
— s o o o o——

sniffing packet by 1 Type of packet is 1801 and it Send Owver PAN @ One case

i am MAC_882154 DISASSOCIATE_PACKET from node: @ To node4
W i ] im— O Ol O n— L CM—Cc— — — —

sniffing packet by 1 Type of packet is 18@7 and it Send Over PAN @ Is send from node: @ Received to node: 4
hﬁsmﬁmmgﬂuﬁgﬂs?uﬁmn — m—— E— E— E— E— E— E— E— E—
MAC_802154 DISASSOCIATE PACKET_RESPOND change to -1

to node: -1

3 MAC_882154 DISASSOCIATE_PACKET_RESPOND Ehange to -1
sniffing packet by 1 Type of packet is 1882 and it Send Over PAN @ Is send from node: 2 Received to node: @
The MAC_882145 ASSOCIATE_PACKET send from 2To node @

i am MAC_802154 DISASSOCIATE_PACKET from node: 8 To node2
i i £ Gl 3 Taiiel 5 Uil M s T S N0 - m— —

sniffing packet by 1 Type of packet is 1887 and it Send Over PAN @ Is send from node: @ Received to node: 2
I.—r-me_mz:sguxsmnq_—_mcmgnsm T w— — — — — — — — — —
33 MAC_802154 DISASSOCIATE PACKET RESPOND change to -1

i am MAC_8@2154 DISASSOCIATE_PACKET from node: @ To node2
35 Received disassociation request from node:2

sniffing packet by 1 Type of packet is 1887 and it Send Over PAN @ Is send from node: @ Received to node: 2

Figure 6: Results of the disassociation attack.

The proposed solution is based on the Disassociation Nonce for each session, with
the nonce being the value that is sent to the node requesting association within the
association response message. The nonce value should be different between the
node and PAN coordinator for each session. So, when the PAN coordinator wants
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the node to leave the network or the node desires to leave the network, the PAN
coordinator should include the specific Disassociation Nonce for the session in the
Disassociation notification message. Therefore, the PAN coordinator or the node
has to generate the Disassociation Nonce, which is included in the association
response command for each session in the network, and the disassociation process
is not successfully completed unless the Disassociation Nonce provides correctly
for the node’s desire to disassociate from the network. Otherwise, any attempt to
initiate the disassociation process will be discarded and assume this is type of attack.

As Figure 7 shows, there are two ways to initiate the association process in the IEEE
802.15.4 Standard. Figure 7a shows the first method, in which the PAN coordinator
sends an Association Request message to the node and then sends a Data request.
After that, the node sends an association response message to confirm the
association with the PAN coordinator. At this stage, both the PAN coordinator and
the node are associated and can exchange the encrypted data. In the second method,
as shown in Figure 7b, the node sends an Association Request message to the PAN
coordinator and then sends a further Data request. Subsequently, the PAN
coordinator sends an association response message to confirm the association with
the node. As with the first method, both the PAN coordinator and the node are
associated and can exchange the encrypted data [4].

Device PAN PAN Device
MAC coordinator coordinator MAC
Associafion Request Associafion Request
Data request Data request
Association response Association response
»

a)Association for a device that is not tracking beacons b) Assoclation message sequence chart

Figure 7. Association process message (two ways) in the IEEE 802.15.4
Standards.

To implement the proposed solution, the association response message can be sent
either from the PAN coordinator or node based on the type of the required
association. So, the association response message must be modified and add an
extra field in the content, called the Disassociation Nonce, as shown in Figure 8.
Thus, in both cases of initiating the association process, either the PAN coordinator
or the node that sends the association response message has to generate a
Disassociation Nonce. The Disassociation Nonce is generated only when the
association status value is (0 x 00), which means the association was successful;
otherwise, the Disassociation Nonce will not be generated. After the association
process is successfully completed, both the PAN coordinator and the node have a
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Disassociation Nonce for this session only. The advantage for including the
Disassociation Nonce value in the association response message is that, in the IEEE
802.15.4 Standard, the association response message is sent encrypted. So, the
value of the Disassociation Nonce will be secure and the attacker will not have the
chance to launch the DoS attack against the Disassociation process.

Octets: 2 w1 variable variahle variahle 1 variable | 1/4
- Anxiliary [E
Frame Sczquenre Addressing Secwity Cmﬂgmnd Content | FCS

Control Number fields Header Header IFs Paj’lf}id IFs

MER MAC 2oAsil MFR

Octets: 2 1 1 =

Short Address | Association Status | Dep=cciatien I
1] i- L1 1 1

Figure. 8. Proposed Association Response Command Content field format.

During the Disassociation process, when the PAN coordinator desires the node to
leave the network or the node desires to leave the network, the disassociation
notification message must change by adding a field called the Disassociation Nonce
in the Disassociation notification message, as shown in Figure 9. So, any participant
that wants to send a Disassociation notification message should include the
Disassociation Nonce in this message. Thus, when the message is received, the
receiver can obtain the Disassociation value and compare it with the Disassociation
value for the current session. If both are equal, it can safely disconnect from the
network; otherwise, it will ignore the Disassociation notification message.

The Disassociation Nonce is a proposed solution in this paper for eliminating a
potential attack by an attacker against the Disassociation process. In the case of a
reply attack, the attacker node is unable to launch this type of attack against the
Disassociation process, because the value of the Disassociation Nonce will be
different between the node association node and the PAN coordinator. Moreover,
the value of the Disassociation Nonce for the node itself will be different between
sessions, since the security rule for the Disassociation Nonce is to not reuse the
Nonce value for long period of time.

The Disassociation Nonce provides greater protection for the disassociation process
against a Modification attack. Both the PAN coordinator and association node have
Nonces for specific sessions, which means that, if the attacker node attempts to
modify any message of the disassociation process and send it, this message will be
discarded. So, the value of the Disassociation Nonce is linked by a number of
factors, including the PAN coordinator address and association node address and
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the session id. Therefore, it will be easy to define any modification in the message
during any stage of disassociation process.

Octers: 2 1y | variable variable variable 1 variable | 24
) . Auxiliary IE .
Clame | Sedvence | AGIESSZ | secnnty Command | Content | FCS
ontro S S Header | Header [Es | Payload [Es

MHR MAC Payl J MFR

Octets: 1 ] 1 ;

————— 1

Disassociation Reason | Disssocation |

Figure 9. Disassociation Notification command Content field format proposal.

8 Conclusion

Ensuring that the IEEE 802.15.4 Standard is maintained to a level that ensures the
safety of the network and the confidentiality of the information and data being
transferred across it is imperative for the long-term reliability and security of the
network. Weaknesses in the network should be determined and subsequently
strengthened to prevent the likelihood of a successful attack against the network.
Utilizing a simulation method can help with the identification of areas of weakness
in this regard. Moreover, using tools like Castalia can provide a reliable simulation
for attacking nodes and provide insight into how these attacking nodes infiltrate a
system and alter its information.

This research was carried out with the main aim of ensuring that the security of the
IEEE 802.15.4 Standard is as strong as possible. Measures such as these will help
prevent future weaknesses from being exploited in networks such as the Standard,
which provides MAC and PHY layer provisions for LR-WPAN connections.

This study concluded that the IEEE 802.15.4 Standard faces a potential new form
of attack due to existing weaknesses in the system, and, as a result, hackers and
those with malicious intentions could utilize attacker nodes to hack into the network
and cause damage or put data anonymity at risk. This could be carried out due to
the weaknesses presented in the disassociation process; therefore, attempts should
be made to find a means of strengthening the relationship between the PAN
coordinator and the associated nodes to prevent such weaknesses from causing
potential privacy and security risks.

The threats faced by the IEEE 802.15.4 Standard can be minimized by adding an
additional layer of protection to the system in the form of a disassociation nonce.
The disassociation nonce will allow participants to check the value against the
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expected session value, thereby providing an additional layer of security and
helping to prevent disassociation attacks from occurring.
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