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Abstract

Since the start of the year 2020 the world is facing an outbreak of
Covid-19 pandemic, technical specialists all over the universe have
been scrambling to develop services, apps, and system’s protocols for
contactors tracing, with the objective to identify and to notify
everyone that gets close with an individual carrier. Some of these
apps are lightweight and temporary, while others are diffuse and
aggressive. Some of tracing services are developed locally by small
interested programmers, while others are large-scale international
operations. To date, we have recognized more than 25 large
automated contact tracing efforts around the globe, included with
details about what they were, how they worked, and the procedures
and conditions that were put in place around them. This paper will
deal with general data of the most prominent applications in terms of
technical approaches used in the world and compare them with
regard to the efficiency of tracking covid-19 and compare them with
concerning of the people’s privacy who use these apps.

Keywords: Covid-19, GPS location, Blue trace, Google/Apple, DP-3T, Apps,
Privacy.

1. Introduction
Many applications, services and systems have been proposed and launched

[1] with an aim to track and identify infected people with objective to reduce or
even to prevent physical contact with other people, some of these tracking
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technologies are lightweight and temporary, while others are widespread and
invasive: the Chinese system, for example, absorbs data including very personal
data such as identity, location and even online payment history so local police can
monitor those who break quarantine rules.

Modern technology is based on big data manipulation in all aspects of life
[2]. Smart mobile devices include many sensors and functions that are capable of
gathering an enormous amount of sensitive information. As a result, any
vulnerability in the host platform can have a significant impact on end user
privacy and security. Android platform and OSI can be manipulated and exploited
by a malicious application to gain access to users' private data. So we need to
worry about the users privacy too. Some services are produced locally by small
groups of programmers, while others are large-scale global operations. Apple and
Google are mobilizing huge teams to build their next systems that notify people of
potential exposure, which hundreds of millions of people can use almost instantly.
Despite the flow of services, we know very little about them or how they might
affect society. How many people will download and use it, and how widely will it
be used to make it work? What data will they collect, and with whom is it shared?
Are there policies in place to prevent abuse? We started asking these questions
and finding that there aren't always clear answers. Then we started comparing
apps around the world, to understand how these apps work , with the purpose to
identify their technical specifications and how much they preserving privacy of
people.
We realized that there isn't a central repository of information; Raw and ever-
changing piece of data is spread across a wide variety of sources. There was no
single standardized approach for developers and policymakers. Citizens of
different countries saw radically different levels of oversight and transparency.
With a purpose for helping in monitoring this rapidly evolving unusual situation,
most important job is gathering information in one place for the first time with the
Covid Tracing Tracker - a database for capturing details of every major effort to
track automated contacts around the world. This article is structured as the
following, the first section is an introduction and related work, the second section
will go through main approaches and protocols to track covid-19, and the third
section will evaluate these approaches regarding efficiency and privacy, and
finally will conclude this article.
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Table 1: Apps of tracing contacts in 45 country and the technology used [1]

No Country Name Technology

1 Australia COVIDSafe Bluetooth

2 Austria Stopp Corona Bluetooth, Google/Apple
3 Bahrain BeAware Bluetooth, Location

4 Belgium Belgium's app Bluetooth, Google/Apple, DP3T
5 Bulgaria ViruSafe Location

6 Canada COVID Alert* Bluetooth, Google/Apple
7 China Chinese health code system Location, Data mining

8 Cyprus CovTracer Location, GPS

9 Czech eRouska Bluetooth

10 Denmark Smittestopp Bluetooth, Google/Apple
11 Estonia Estonia's App* Bluetooth, DP-3T, Google/Apple
12 Fiji CareFiji Bluetooth

13 Finland Ketju Bluetooth, DP-3T

14 France StopCovid Bluetooth

15 Germany Corona-Warn-App Bluetooth, Google/Apple
16 Ghana GH COVID-19 Tracker Location

17 Gibraltar Beat Covid Gibraltar Bluetooth

18 Hungary VirusRadar Bluetooth

19 Iceland Rakning C-19 Location

20 India Aarogya Setu Bluetooth, Location

21 Indonesia PeduliLindungi Bluetooth, Location

22 Iran AC19 Location

23 Ireland Covid Tracker Bluetooth, Google/Apple
24 Israel HaMagen Location

25 Italy Immuni Bluetooth, Google/Apple
26 Japan COCOA Google/Apple

27 Kuwait Shlonik Location

28 Malaysia MyTrace Bluetooth, Google/Apple
29 Mexico CovidRadar Bluetooth

30 New Zealand NZ COVID Tracer Bluetooth, QR codes

31 Northern Ireland StopCOVID NI Bluetooth, Google/Apple
32 Norway Smittestopp Bluetooth, Location

33 Philippines StaySafe Bluetooth

34 Poland ProteGO Bluetooth

35 Qatar Ehteraz Bluetooth, Location

36 Saudi Arabia Tawakkalna Location

37 Saudi Arabia Tabaud Bluetooth, Google/Apple
38 Singapore Trace Together Bluetooth, BlueTrace

39 Switzerland SwissCovid Bluetooth, DP-3T, Google/Apple
40 Thailand MorChana Bluetooth, Location

41 Tunisia E7mi Bluetooth

42 Turkey Hayat Eve Sigar Bluetooth, Location

43 UAE TraceCovid Bluetooth

44 UK NHS COVID-19 App Bluetooth, Google/Apple
45 Vietnam BlueZone Bluetooth
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https://pedulilindungi.id/
https://ac19.ir/
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https://tracecovid.ae/
https://www.nhsx.nhs.uk/covid-19-response/nhs-covid-19-app/
https://www.bluezone.gov.vn/
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1.2 Covid-19 trackers main approaches

Primarily, first step is compiling a list of automated contact tracing apps
which provided by various national governments. These apps are designed to
automatically notify users or public health officials whether someone has been
exposed to covid-19; It is what is commonly known as an 'exposure notice'.
Additionally, we say something about the underlying technology that the app is
based on. The basic terms are explained below, and in the following categories:

- Location: Some applications identify a person's contacts by tracking phone
movements (for example, using the Global Positioning System (GPS) or
triangulating from cell towers).

- Bluetooth: Convergence tracking, as it exchanges encrypted feature phones with
other nearby phones via Bluetooth. Better ID tracking in target capture area.

- Google / Apple: It depends on the common API developed by Apple and
Google. It allows iOS and Android phones to communicate with each other via
Bluetooth, making it a connection that allows contacts to connect to both. Later on
the two companies plan to build this feature directly into their operating systems.

- DP-3T: This means decentralized tracking to maintain privacy. It is an open
source protocol for Bluetooth-based tracking where individual phone contact
records are only stored locally, so no central authority can know who has been
exposed.

These categories may expand over time, but these are at which point this
article is written. There are many factors that affect this type of applications, we
need to agree on criteria to know how effective these applications are, and we also
need to balance this effectiveness factor with the privacy of people. We know that
culture and laws are the main effect on protecting people's privacy. Privacy from
religious and atheist societies differs from a free and dictatorial democratic state.
The technology can be with a double edge that can intrude privacy and the other
can protect privacy, so it is not the technology that is responsible but how it will
be used. From Table 1, we see that several applications are being used to track
Covid 19 vectors. In the next section, we will describe these applications
technically and ethically according to the above categories.

2. Categories of Covid-19 Tracking and Apps

Many apps have been proposed to make accurate trace of contacts of
Covid-19 [1], each country has its tracking apps , and some time more than one
apps are used in a catenin country and people can select which apps like to use ,
we have mentioned categories to distinguish between these more than 200
various contact tracing apps. In this section we will define the technical and
ethical issues related to each category , so we will go through in each method
without judging which is more effective, because that needs a period time for
carrying out testing regarding efficiency.
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2.1 Location GPS

Many applications for tracing contacts have been produced and adopted,
mostly with governmental support in some regions and authorities. Several
frameworks have been developed for creating apps for contact tracing. Privacy
concerns have been raised, particularly around systems that rely on tracking the
geolocation of app users.

Less intrusive alternatives include the use of Bluetooth signals to record
the user's proximity to other cell phones. The result of cooperation of Google and
Apple resulted that they announced that they would integrate functionality On
April 10, 2020, with purpose to make the Android and iOS operating systems to
support blue tooth-based applications directly. The Indian Covid-19 tracking app
Aarogya Setu has become the fastest growing app in the world, outperforming
Pokemon Go with 50 million users in the first 13 days of its release.
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Figure 1: COVID-19 GPS &-localizations protocol of tracing contacts and tracking apps

Figure 1 is an example of proposal for aCOVID-19 based on location-
based contact tracking apps. For example an individual A's contacts (and also
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individuals who using the app) can be tracked using GPS shared localization of
each others with app users, complete with scanning of QR codes shown on the
facilities in general is highly mobile as the GPS is very rough. For each user
requests a SARS-COV-2 test (using some apps) and for any positive test result
initiates an instant message notification to users who have been in close contact.
The application recommends isolating the case (Individual A) and quarantining
their contacts. Some countries are using network-based location tracking instead
of apps, which eliminates the need for an app download / install and the ability to
avoid being tracked. The Israeli entity that occupied Palestine, for example, which
defined as police and a military state, network-based tracking has been approved.
[3] Network-based solutions that have access to raw location data have potentially
significant privacy issues without users permission, or how much data is
transferred to the surveillance tracking system. However, not all systems with
central servers need access to personal location data; A number of privacy
systems have been established that use only centralized servers for
interconnection (see the section below). [4]

Another example of location GPS, In South Korea, without apps based
system was used to perform contact tracing. Instead of using a “dedicated app”,
the system collected tracking information from a variety of sources including
mobile device tracking data and card transaction data and combined them to
create text message notifications for potentially infected individuals. [5] In
addition to using this information to alert potential contacts, the government has
also made location information available to the public, which is permitted due to
far-reaching changes in information privacy laws following the outbreak of
MERS in that country. [6] This information is available to the public through a
number of apps and websites.

Gulf Arabic countries and states, for example Saudi Arabia, the Emirates,
Bahrain ... etc [1], the official mobile application for Android and iOS, developed
by Information Government Authority (iGA), The app to alleviate the spreading
of COVID-19 by the implementation of contact tracing efforts for identifying and
tracking the whole of active cases and also their contacts. It also uses citizens'
location data to alert individuals in case they approach an active state or a visited
site an active case, as well as track the movement for cases that are in quarantine
with a time period of 14 days ( then lately reduced to only 10 days by WHO ) ;
The app arranges a affect-resistant GPS tracking contacts for sharing a real-time
tracking information with health workers. Health workers are notified when
quarantine cases exit the 15-meter pre-defined area, and in this case the team will
respond by reminding individuals of the importance of following procedures to
preserve the welfare of citizens and residents.

2.2 Blue Trace

This protocol focuses on two areas, first registering locally registered users
in the zone around of the device, second sending the record to the Operational
Health Authority, taking in consideration of maintaining privacy. We can do this,
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by protocol that can be divided into Device — to - Reporting Server
Communication (DRSC), and Device-to-Device Communication (DDC) areas.

The DDC component runs over the existing Bluetooth Low Energy
protocol, and determines how two devices recognize each other's existence [7].
The DRSC component uses HTTPS to report a schedule of visits to a central
server owned by a health authority once the user has tested positive for the
infection. The health authority can then, using the registry, notify users who have
come into contact with the infected patient [8].

Client (Central) Reporting Server Client (Peripheral)

= =

DRS Cy Fetch TemplIDs

getTemplDs()

DD(J) Log contact

Central discovers Peripheral

Central reads Peripheral’s packet

Central writes it’s packet to Peripheral

DRS Cu Upload log

getHandshakePin()

getUploadToken()

Transmit contact log

[

Figure 2: DRSC And DDC communication protocols of blue trace

Every application that implements the “BlueTrace protocol” has a
matching central reporting server managed by a health authority. We must notice
that the report server is the one which responsible of processing for initial
registration, then it provides a unique user IDs, and then it collects the contact
records that are generated by the DDC portion of the protocol. When a user
launches the BlueTrace app for the first time, they will be asked for their
internationally formatted phone number and assigned a fixed user ID. [8]. This
phone number is used later if the user records an encounter in an infected patient's
call log. Once registered, users are provided temporary identifiers (TemplDs) to
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uniquely identify them on other devices. Each TemplD has a life of 15 minutes to
prevent malicious parties from carrying out reboot attacks or tracking users over
time with persistent unique IDs. TemplDs are generated from the User's UserlID,
TemplID start time, and TemplD expiration time, which is encrypted and
converted to the Base 64 chain by the server using a secret symmetric encryption
key. For making sure that the devices have steady supply of TemplDs, also even
with unbalanced network environment, TemplDs are sent to devices in dated
batches. The TemplD configuration is shown below [9].

UserlD | Start time Expiry time - IV I Auth tag
(12 bvtes) (4 bvtes) (4 bvtes) (16 bytes) (16 byvtes)

Encryvpted with AES-256-GCNM

84 bvte BaseG4 encoded string

Figure 3: Base 64 registered user logged record

Tid:
"FmFISM9ng3PgpLdxxY pTx5tF3ML3ValwqggY9DGDz1lutPbw+1z8tqAdpbxR1
nSvr+ILXPG==", / TempID

"md": “iPhone X", // Device model

"rc': -60, // Signal strength

o' "IJ_HAI", /] Health authority identifier

v*': 2 // Protocol version

Figure 4: Example of Register user logged record

These properties are then added to a local database on the device where
they are stored for 21 days and can be sent to the report server later. The
connected device is also added to a local blacklist for two work cycles in order to
stop two devices from repeatedly communicating with each other, saving power
and storage. The a key component of the BlueTrace protocol is based on the
collaboration between separate health authorities [10]. As in Figure 5 it is
designed so that multiple authorities can work together without disclosing
personal information to foreign authorities with which the user is not registered.
Because different authorities preserve their own encryption keys and also their
own format of user records, health authority from other country cannot decrypt
and see a foreign user data.
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Figure 5: Multiple authorities exchange data about contacts

To ensure that registry of the entries are sent to the correct reference [11],
part of the DDC handshake process will contains a health authority identifier
(HALI), which is a unique string assigned to registered health authorities. As soon
as the registry entry for a foreign health authority is identified, the receiving
health authority transfers the log entry to the foreign authority's reporting server
where it is verified, and a fixed PseudolD is returned.

The PseudolD is represented a user ID cryptographic function hash,
designed to enable foreign health authorities to make statistical analysis on
contact records about a specific user without revealing unnecessary personal
information [12]. Once PseudolD is evaluated in close contact with the infected
patient, the foreign health authority that issued the PseudolD is informed and can
follow up as necessary.

2.3 Google/Apple

Digital contact tracing protocols typically have two main responsibilities,
summarized as recording confrontation and reporting infection. [13] Exposure
notification only defines encounter logging and is a decentralized architecture,
with the majority of infection reports being centralized, delegated to individual
application applications.

To handle confrontation recording, the system uses Bluetooth Low Energy
to send tracking messages to nearby devices running the protocol to discover
encounters with other people. Tracking messages contain unique identifiers that
are encrypted with a secret daily key kept by the sending device. These IDs
change every 15-20 minutes as well as the Bluetooth MAC address in order to
prevent customers from being tracked by malicious third parties by monitoring the
static IDs over time.

The daily encryption keys for the sender are generated with a random
number generator. [14] The devices record received messages and keep them
locally for 14 days. In the case of some of the users have tested positive that
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means infected, the latest 14 days of daily encryption keys are uploaded to a
central server, from where they are transmitted to all devices on the network. The
manner in which the daily encryption keys are transmitted to the central server
and broadcast is determined by the individual application developers. The
conventional received keys are then accessible established in the protocol, where
every client individually can search for matches in the local to meet some logs. If
a match is found that meets certain risk criteria, the app notifies the user of
potential infection. Google and Apple is using Received Signal Strength (RSSI) of
some beacon messages as soon as some a source of proximity inference. RSSI
and other signal metadata will also be encrypted to resist de-identification attacks.

This protocol does not use a persistent tracing key, rather every day a new
random 16-byte Temporary Exposure Key (teki) is generated. Here i denotes the
time is discretized in 10 minute intervals starting from Unix Epoch Time. From
this two 128-bit keys are calculated, the Rolling Proximity Identifier Key (RP1x)
and the Associated Encrypted Metadata Key (AEMK;). RPIx is calculated with the
algorithm , RP1X,= HKDF(tek; ,NULL, ‘EN-RPIx’, 16) and AEMK, using the
algorithm AEMK, = HKDF(teki ,NULL, ‘EN-AEMK’ , 16) .
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Figure 6: Apple/ Google Crypto Schema

From these values a temporary Rolling Proximity Identifier (RPI1,J ) is
generated every time the BLE MAC address changes, roughly every 15-20
minutes. Using the following algorithm RPILJ = AES128 ( RPIXI , ‘EN-
RP1[|0x00000000000 || ENIN), where AES128 (Key, Data) is an AES
cryptography function with a 128-bit key, the data is one 16-byte block, j denotes
the Unix Epoch Time at the moment the roll occurs, and ENIN is the
corresponding 10-minute interval number. Next, additional Associated Encrypted
Metadata is encrypted. Notice if the metadata represents is not specified, we need
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to allow for later expansion of the protocol. The following algorithm is used
which is defined as Associated Encrypted Metadatais i,j = AES128 CTR
(AEMK,RPII,J , MetaData ), where AES128 CTR (Key,IV, Data) denotes AES
encryption with a 128-bit key in CTR mode. We must notice that the Rolling
Proximity Identifier RPI and its Associated Encrypted Metadata AEM are
normally then combined and broadcast using BLE. On the behalf of Clients
exchange and | their logs of these payloads. [15]

Figure 6 depicts Apple / Google Phone Encryption Scheme creates a secret
"tracking key" for your device at once. Then this secret key is used to generate a
Daily Tracking Key every day, thus generating a Rolling Affinity ID from the
Daily Key every 15 minutes. Each key is generated more frequently than the
original by hashing with a timestamp, which makes it nearly impossible to move
up the chain, and infer your daily key from the affinity identifiers being sent, for
example, but everything can be easily verified downstream [16]. The 32-byte trace
key is large enough that collisions are not very likely, and everyone's tracking key
does not need to be disclosed. If the test result is positive, your daily keys for the
time window you were infectious will be uploaded to a Diagnostic Server, which
then sends these daily keys to all participating phones, allowing each device to
check the signals it received against the list of infectious people - that you get.
From the server. None of your exposure data needs to be left behind at all.

Diagnostic server uses daily keys for infected individuals so that your
phone is able to distinguish between one short contact, where only one ID was
seen from a given daily key, and a longer and more dangerous contact, where it is
multiple for 15 minutes IDs were seen from the same affected daily key ,
Although your phone cannot link the rolling proximity IDs together over time.
And since the everyday keys are derived from your covert key in a one-way
fashion, the server doesn't need to know anything about your identity if you are
infected.

The ACLU has produced a white paper that precedes the proposed plan,
but covers what they would like to see on the privacy and security fronts, and
presents it in light of this. The current proposal scores well. Being in line with
other "contact tracing™ recommendations to maintain privacy is also reassuring.
Once a registered health authority confirms that a user has been infected, the
user's temporary exposure switches tekiand their respective interval numbers i for
the past 14 days are uploaded to the central reporting server. Clients then
download this report and individually recalculate every Rolling Proximity
Identifier starting from interval number i, Match it with the local user's meeting
record. If a matching entry is found, a contact is created and the app provides a
notification to the user warning them of a potential infection. [17]

2.4 Decentralized Privacy-Preserving Proximity Tracing (DP-3T)
DP-3T, stylized as dp®t, It is an open protocol developed in response to the
COVID-19 pandemic to facilitate digital contact tracing of infected participants.
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[18] The protocol, like the competing protocol, uses Pan-European Privacy
Preservation Convergence Tracking (PEPP-PT), Bluetooth Low Energy
technology to track and record encounters with other users. [19] The protocols
are different in terms of their reporting algorithm, as PEPP-PT is requesting from
clients to upload their contacts records to a central reporting servers. While with
DP-3T.the central reporting server never has access to contact records nor is it
responsible for processing clients and informing them of the connection. [20]
Because of contact records will never transferred for third parties, so it will has
significant privacy advantages over the PEPP-PT approach, but this comes at the
expense of requiring more computing power from the client side to process
infection reports

The DP-3T uses 16-byte ephemeral identifiers (EphlDs) to uniquely
identify devices in the vicinity of the customer. These EphlDs are recorded
locally on the receiving customer's device and are never transferred to third
parties.

As we decide to coexist the pandemic, whether we are in lockdown or still
at work, there is a chance for all of us that we can still catch the virus from a stray
contact. [21] Planning these infections and tracking people close to sick can be a
big problem for infection control authorities, and there have been a variety of
proposals for smartphone apps designed to track users' contacts via the bluetooth
identities that their phones encounter. This is the most concern to privacy
concerning people because there is a chance that governments could use this as an
excuse to dig into people's data and personal surveillance by these means. Given
in Figure 7 ;some universities academics around Europe have join their efforts
with a proposal for decentralization to get proximity checking and to tracing
systems which will allow spotting candidate infection risk without compromising
the privacy of those using it.
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Figure 7: Protocol of decentralization of proximity and tracing systems that
allow identification of infection risk

Installation

As a privacy snhooping system may use a backend database to track all
users and record their locations and interactions, this system uses anonymous
codes stored on the local level instead of the central server[19]. When a user is
infected, it is entered at the application level rather than at the server level, and the
central portion of the system only distributes anonymous tokens to clients. Thus,
the calculation of whether an infected person has been contacted is made on the
customer, which means that the operator has no opportunity to collect monitoring
data. When the time the pandemic is gone away, the system will disappear as
people will abandon itTo generate an EphID, first, a client generates a secret key
that rotates daily (SKt) by computing, SKt = H (SKt-1) where H() is a
cryptographic hash function such as SHA-256. SKo is calculated by a standard
secret key algorithm such as Ed25519. The client will use SKt during the day t to
generate a list of EphlDs. At the beginning of the day, a client generates a local
list of sizen = (24 *60) /1 new EphlDs to broadcast throughout the day, where |
is the lifetime of an EphID in minutes. To keep way abusive third parties from
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launching patterns of movements by defining tracing static identifiers over a wide
area, EphlDs are rotated frequently. As shown in Figure 8Given the secret day
key SKt, each device computes S_Epf.ID (BK) = PRG (PRF (SKt, BK)), where
BK is a global fixed string, PRF () is a pseudo-random function like HMAC-
SHA256, and PRG() is a stream cipher producing n*16 bytes. This stream is then
divided into 16-byte chunks and arbitrarily sorted to get the EphlDs of the
day.[20]

7%, S,
S_FEpllD |I

| EplDg ] [ EplD, | EplD,,

Figure 8: diagram of different components of the Ephemeral ID algorithm used
input of each other

2.4.1 Dp-3T has two main components

1-Device handshake: In order to find and communicate with clients in close
proximity to a device, the protocol uses both the server and client modes of
Bluetooth LE, switching between them frequently. In server mode, the device
announces its EphID to be read by clients, with clients searching for servers. In
case some client meets server, clients read their EphID and afterward writes their
EphID to the server. The two devices then store the meeting in their contact
records along with an approximate timestamp and signal strength. Signal strength
is used later as part of the infection reporting process to estimate the distance
between an infected patient and a user. [21].

2-Infection report: When reporting an infection, there is a central reporting
server that is controlled by the local health authority. Before a user can send a
report, the health authority must first confirm the infection and create a code that
authorizes the customer to download the report. In addition, the health authority
instructs the patient on the day on which their report should begin (denoted by the
symbol t). The client then uploads the SK and t pair to the central reporting
server, which other clients in the network download at a later time. Using the
same algorithm used to generate the original EphIDs, customers can reproduce
every EphID that has been used for the past period including EphID, and then
check their local call log to determine if the user is in close proximity to an
infected patient.

In the entire protocol, the health authority never had access to contact records,
only testing patients and allowing reporting. The DP-3T protocol consists of two
separate responsibilities, tracking and recording close encounters with other users
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(handshaking), and reporting those encounters so that other clients can determine
if they have been in contact with an infected patient (report an injury). Likewise
most of the networking contact tracing protocols, devices do handshake using
Bluetooth with Low Energy to search and find and then to share details with some
local nearby clients, then the infection reporting stage uses HTTPS to upload a
report to a central reporting server. In addition, like other decentralized reporting
protocols, the central reporting server cannot access the contact records of any
client; Instead, the report is designed so that customers can individually derive the
connection from the report

3. Covid-19 trackers evaluation

From the previous discussions on various categories of apps and
technical protocols on tracking Covid-19 and tracing contacts , we found that two
main issues must be taken in consideration which are efficacy and privacy, these
two issues must be balanced to have most efficient in tracing contactors and also
to keep the minimum privacy rules that applied in most free countries. In this
section we will go through some criteria of the up mentioned categories to define
and compare between them, to determine the most appropriate technology to be
adopted according each country regulations
1. Technical issues

Technology is getting smarter with more advanced programming and
engineering techniques [21]. Technical issues is describing merely the backbone
equipment, servers, cloud, edge computing and communication media to trace
contacts of Covid-19, the following are characteristics that we are concerning with
regarding technical issues:

1. Centralized vs, Decentralized: in the most basic form centralized is collecting
and processing in one level in a hub of infrastructure could be a cloud or
central server. D centralized data is collected in distribute servers or edge
data centers and data is processed in each location solely.

2. Communication media Secured: is defined how much data carriers are secured
from intruders to / from data repository such as server, cloud, data center and
edge computing

3. Data and user authorization: is concerning to who can see these data?
permissions and right for users to access data stored on repositories.

2. Privacy issues
Privacy is the ability of an individual or group to seclude themselves or
information about themselves, and thereby express themselves selectively.
nevertheless, Privacy may be lessened by surveillance, for Covid-19 tracing of
contacts we need to look after the following points concerning privacy [22].
1. Voluntary: the users have an option to download the apps. Or it’s not the
decision of citizens to decide and they must comply for country policy.
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2. Data limited : collected data is limited to check the Covid-19 tracing contacts
and not use for track citizens behaviour and interests

3. Data destruction: data is not lasting for ever and useless data is deleted once it
runs out of time. And will not processed later for other usage of tracing of
Covid-19 contacts.

4. Transparency: the ability to users to see his/her own data and ability to
communicate data admin for changing false data that collected in uncertain
procedures

Covid-19 tracing approaches Technical / Privacy protection

Technical Privacy

Technical Privac
Apple /Google T emly
Technical Privac

Technical Privacy
Location GPS _

ceteralized LDecentralized Lwmedia secured o

B autherization W volonary B data limited

m data distruction  mtransperacy

Figure 9: Percentage of main tracing methods for technical and privacy issues

In total we have seven related points and issues (technical + privacy) must
be considered to give an evaluation of the main approached of tracing contacts.
Each point will be given a value out of 100% , this value is given based on the
amount of how much each category/ approach is considering this certain point of
issue .For example the issue centralized is given 100% in Loction GPS , but is
given 30% , 40%, 15% in Dp-3T, Apple/ Google , Blue trace respectively , From
the elaborated details that are given in the previous section we can determine the
amount of the evaluation criteria for technical and privacy issues Figure 9 is
summarizing the combination of technical and privacy issues. This combination is
based on giving to each criteria a value of 100% to be added for each tracing
approach, with error margin about + or — 10%, we notice from Figure 9 that
technical issues is not vary between these approaches. But privacy issues are
much different depending to the privacy criteria that given above.

4 Conclusion and Remarks
We have seen in this article that the world has faced a new epidemic with
high rate of infection, this infection is based on social contacting , this article is
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not going through the medical reasons and medical prescriptions and also is not
about to define the main actors for infection whether it’s the mouth , nose , eye
and handshaking. The contribution of this article is to categorize and to compare
main approaches for tracing Covid-19. In General, we notice that as much as we
have fewer social contacts the less this epidemic will spread. From the fact that
every person is carrying cellular phone, we can track the movement for a person
from his/her cellular, and then take an action on infected people according to their
situation that can be alert messages to all people close to him / her , or even the
action quarantine of this person amount of time. Technology is offering a wide
range of data availability about people not only location , but every daily action
can be detected by technology which may jeopardize people privacy .This
research is presented for researchers and practitioners to understand the main
methods to trace contacts of Covid-19, accordingly the amount of data is exposed
people depending on the selected approach. We have presented four approaches
that summarize more than 45 various apps for tracking people used in the world ,
then we established criteria to judge each approach, this criteria is composing two
main part ,first part is technology efficiency , and the second part is privacy
preserving, We relate technical and privacy issues to ensure as much as we could
to keep the balance between technology from one side and privacy from the other
side . Then keep choices to each country regime depending the scale level of
privacy protection of each country depending on its law and its culture.
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